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«O6 yrBepxkaenun [TonoKeHHH O 3alHTe
TIepCOHAIBHBIX AHHBIX, MOJIENH YTPO3 U
HapymmTest 6e30MacHOCTH IePCOHATBHBIX
JTAHHBIX»

C [eNHio 3alIAThl MEPCOHATBHBIX JAHHBX MyHHIHIATLHOTO 6IOMKETHOTO YUPEKICHUSA
nomonHuTensHOr0 06pasopanms CyospBekast CHOPTHBHAA [IKojia OT HECAHKIIHOHHPOBAHHOTO
JOCTyNa, HENPABOMEPHOTO HX HCHONB30BAHHMA HIH yTpaThl, a TaKkKe B COOTBETCTBHH C
Koucrurynueii PP, TpyroBem Konekcom P®, ®enepalbHBEIM 3aKOHOM Nel49- @3 ot
27.07.2006r. «O6 mHGOpMau¥H, HHOOPMAIMOHHEIX TEXHONOTIIX H samuTe HHQOPMALUN? H
®eepansHeM 3akoHOM PO No152-®3 ot 27.02.2006 r. «O nepcoHaIbHbIX AaHHBIXY

IMPUKA3BIBAIO:

1. VreepauTh [10N0KEHHE O 3aIIATE NEPCOHATBHDIX IAHHBIX 06y JAOIIUXCSL, X PORUTENICH
(3aKOHHBIX MPEICTABUTENEH) MyHHITUIATIBHOTO 610DKETHOTO YUPEXKIEHHS HOMOTHUTEIBHOTO
o6pasosanust CyospBcKas CIIOPTHBHA IIKOIA.

2. VreepnuTh [lonoxerne 00 06paboTKe | 3aIUTe [ePCOHATBHBIX NaHHbBIX paboOTHUKOB
MYHUIIHTIATEHOTO OIOJUKETHOTO YIpEKACHUA JOTIOHATENBHOTO 06pasoBarus CyospBCKas
CIIOPTUBHAS ILIKOJIA.

3. VY TBEpAUTH MOJIENb YTPO3 U HAPYIIATEIA 6e30MaCHOCTH TIEPCOHAIBHEIX JAHHBIX,
06pabaTeiBaeMBIX B HHGOPMAIMOHHBIX CHCTEMAX IePCOHAIBHEIX IAHHEIX B MyHHUIUIIANTEHOTO
BIO0/DKETHOTO YUPEIKACHHS JOTIOIHATEIEHOTO o6pasosanms CyospBcKas CIIOPTHBHAT IIKOJIA.

4, KOHTpOE 3@ HCTIOTHEHAEM JAHHOTO TIPJK

JTupeKrop: II.B. 'epmanoB
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Mopueib yrpo3 6e30nacHOCTH IepPCOHATbHBIX TaHHBIX
MYHHIHIIATLHOTO OI0KETHOTO YIpeXACHHS I0NO0JIHUTEIbHOro 00pasoBanns CyosipBeKas
CIOPTHBHAS MIKOJIA

I. ITepedens 0003HAYEHHI H COKpAIIeHHA

APM-aBTOMaTH3HPOBaHHOE pabodee MECTO;

NP-wHbOpMAIIMOHHEINA PECYPC;

UCIIIu-nrdOopManoHHas CUCTeMA IEPCOHAIBHBIX TaHHBIX;

K3 -xoHTpOMmIpyeMas 30Ha;

IT]1H- epcoHaTbHEIE JaHHEIE,

[TO-mporpamMMHOe 0OecIIeYEeHHE;

[TTC-nporpaMMHO-TEXHHIECKHE CPEIICTBA;

[IOMUWH-1n0609HbIE 3JIEKTPOMArHUTHEIE U3TyICHHS W HABOJKH;

. C3HU-cpencrsa 3amuThl HHQOPMAIKK;

10. CK3MU-cpenctra Kpunrorpabudeckoi 3anUTh HHPOPMaIny,

11. ®CB- Denepanpras ciyx6a 6€30II1aCHOCTH;

12. ®CO-®enepanpHast cryx0a OXpaHBbl;

13. ®CTOK-DenepanbHas cIyx0a 0 TEXHUIECKOMY ¥ O9KCIIEPTHOMY KOHTPOITO.
II. O6mue HoI0KEHUS

1. Hacrosimass MOZeNb yrpo3 6e30MacHOCTH IEpCOHANBHEIX TAHHBIX (manee - Mopeib)
COJIEPKHUT CHCTEMATU3UPOBAHHEIH IIEPEIeHD YIPo3 6€30MaCHOCTH IEPCOHANBHBIX JaHHBIX IIPU KX
ob6pabotke (mamee - [IIkona). YKazaHHBIE YyrpO3El MOTYT HCXOIWTH OT HCTOYHHKOB, MMEIOMMX
AHTPONOTEHHEIN, TEXHOTEHHBIH U CTHXHMHBIN XapakTep M BO3JACHCTBYIONMX HA YSI3BUMOCTH
VCIIJTH, xapaxtepusle mis pamuoii UCIIJIH, peamusys TeM CaMbIM yrpo3bl HH(bOPMAIMOHHOH
©€30IMacHOCTH.

2.B Mogenu pnaerca o6obmennoe omucanue VCIIJIH, coctaB, KaTeropwu U
npeamonaraeMerit o6bem o6pabarsiBaeMerx I1JTH ¢ mocnemyromeit knaccudukanpedt ICIIIH.

3. Mozenb OIMCHBAET HOTEHIMAILHOTO HapymuTels 6e3onacHocTy IIJIH ¥ mOAXOIB! O
OIIpeIeNIeHHIO aKTyalbHOCTH Yrpo3 C y4eTOM BO3MOXKHOCTEH HapyIIMTeNss M OCOOEHHOCTSH
koHkpetHo#t UCII/IH.

4, Hactosmas Mogens pa3paboTaHa B COOTBETCTBHE ¢ TpebopaHusaME DeneparbHOTO
3aKOHOJATENLCTBA U (eIepabHEIX OPraHOB II0 3aIlIUTE IEPCOHAIBHBIX TaHHBIX.

III. XapakTepHcTHKA 00beKTa HHPOPMATH3AHH

B IIxone cymectByioT cienytomue tumsl MCIITH:

1. UCII[la mepenmauun wHdopManuy, B ToM uuciae IIJ[H, B LEIIX WCIOTHEHUSA
OenepalbHBIX 3aKOHOB.

1. Cocra MCIIIlz u oOpabaTeiBaeMbIX B HHX IEPCOHATBHBIX NaHHBIX IIPUBEICH B
[Tpunosxkennu Nel x HacTOAMEMY JOKYMEHTY.

2. B xauectBe 06nekTa HHbopMaTuzanuu [IIKOIIBI BEICTYIIAOT:

1. ABTOHOMHEIE aBTOMATH3MpOBaHHBIe paboune MecTa (APM).
2. JloxanbHas CETh.

3. BBoj IepcOHANBHBIX MAHHBIX OCYIIECTBIAETCS Kak ¢ OyMaKHBIX HOCHTENeH
(HampuMep, MOKyMEHTOB, YAOCTOBEPAIIHMX JIHIHOCTE CyOnexrta IIJIH), Tak M ¢ 2IEKTPOHHEIX
HOCHTeNeH HHOPMaLlKH.

4. VICII/lz npeamonararoT pacupeneieHHyo (Ha APM) obpabotky u xpanenue [1]1H.

5.Tlepconansuele naHuble cyOpekToB I1JIH MoryT BeIBoaMThCS W3 MCIIIIH ¢ memsio
Hepefiadyl TEPCOHAIBHBIX [AHHBIX CYOBEKTOB YYUPEKIEHHWs, KaKk B OIJICKIPOHHOM, TaK H B
OyMaskKHOM BHIIE.

6. Kontpomapyemoit 3o0u0# (K3) UCII[IH sBIIOTCS 3MaHUS W OTAEIbHEIE MOMemeHus. B
npenenax KOHTPOJIHUPYEMOR 30HEI HaXoAsaTcs paboune MecTa MONb30BaTENIed U MeCTa XPaHCHU
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KOHTPOJIUPYEMO# 30HBI HAXOAATCS JMHMH II€peNavd JaHHBIX W TEJICKOMMYHHMKalHOHHOE
0GOpyOBaHHE, HCMONB3yeMoe i1 HHGOPMAIMOHHOro obMeHa IO CeTAM CBS3H OOIIero
TIOJIB30BAHHUS U (MIIH) CETAM MEXIYHAPOIHOrO HH(POPMAIIMOHHOrO OOMEHA.

IV.CocraB, KaTeropuu u 00beM NepcoHATbHBIX JaHHBIX, ONIpeIeJeHHe YPOBHHA
3AMHIIEHHOCTH MEePCOHATBHBIX JaHHBIX

1. Ha ocHOBe XapakTepucTHK U ocobenHoctel, ucnonbzyeMerx MCITJIE u o6pabaThiBaeMbIX
B HHUX II€PCOHAIBHBIX JaHHBIX, MOJKHO KOHCTaTHPOBATh, YTO IEPCOHANBHEIE NAaHHEIE CYyOBEKTOB
[1/la, ofpaGareiBaroTcss B YUpekAeHUH HHGOPMAIMOHHOM CHCTEMOH, 00pabaThIBaroIeH
00IIEeIOCTYIIHEIE TIEPCOHANBHEIE TaHHBIE, & TAK)KE CHUCTEMOH, 00pabaThIBaIONIEl HHEIE KATETOPUU
IIEPCOHANBHEIX JMaHHBIX. CIeNHanbHble KaTerOpUd IEPCOHANBHBIX JAHHBIX M OMOMETpHYECKHE
nepconanbusle qanubie B CII/IH YapexaeHus He o0padaTEBaIOTCA.

2. Jns VICIIu Illkomnsl akTyadpHBI YIpo3Bl 2 THIIA - YTPO3Bl, CBSI3aHHBEIE C HaJMYHEM
HEIOKYMEHTHPOBAHHBIX (HE IEKIapHpPOBAaHHBEIX) BO3MOXKHOCTEH B IPHUKIAIHOM IIPOrPaMMHOM
obeceueHnH, UCI0Ip3yeMoM B HHGopMannonHoU cucteme. CornacHo MOAITYHKTY «0» myHKTa 11
«TpeboBanmii K 3alIMTe MEPCOHANBPHBIX IAHHBIX IpU HX 00paboTke B HH(DOPMAI[HOHHEIX
cucTeMax IepcoHaNBHBIX MaHHBIX», A1 VICIT[Ia IlIkomner TpeOyeTcsa obecneduts 3-Mil ypoOBEHb
3aMIUIIEHHOCTH [IEPCOHATBHEIX JaHHBIX TP UX 00paboTke B UHGQOPMAIlMOHHON CHUCTEME.

V. Cooco0bl HApyIeHHs XapaKTepHUCTHK 0e30IacCHOCTH epPCOHATbHBIX JaHHBIX

1. Hcxoms w3 mepedHs IEPCOHATIBHBIX [JaHHBIX, obpabareiBaembix B MCII/IH,

CYIIIECTBYIOT CIEIyIONIie clIoco0bl HapyIIeHUs XapakTepucTuk 6e3onmacuocty 11/]H:
- XUIIEHUWE IEePCOHAIBHBIX [aHHBIX COTPYJHUKAMH YUpeXAEHHs JUIs HCIOIb30BAaHUS B
KOPBICTHBIX IIEJISIX;
- mepenada (MHAHCOBOM, aJpecHOH, opuaudeckoil u mpoueit mHbopmarmu o cyOwrekre [1/[H
TPETHUM JIUIIaM;
- HECAaHKITMOHNPOBAHHOE IyOIHYHOE pas3riallieHue ePCOHABHEIX TaHHbIX, CTABIINX
H3BECTHBIMU cOoTpyaHUKaM I1Ikomsr;
- HECaHKIIMOHUPOBAHHOE MIOJIy9€HUE IEPCOHANBHBIX IAHHBIX TPETHHMHU JIUIIAMU;
- YHHYTOXEeHHE GUHAHCOBOH, aapecHol u mpodei nHbopManuu o cyobexre I1/TH;
- MomuuKanus GUHAHCOBOH, aipecHOM u mpodei uHGopManuu o cydorexte [1/1H;
- brmoxupoBanue GUHAHCOBOH, aipecHOl u mpoueit urbopmaruu o cydrexte I1)1H;
- BBOJ HEKOPPEKTHOH GUHAHCOBOMH, aipecHO u mpouelt mapopmanuu o cyonekTe I[T/1H;
- Iepeiada HEKOPPEKTHOH (UHAHCOBOMH, anpecHO U mpodeit nHbopmanuu o cyobexte [1/IH;
- HCKa)XXEHUE apXUBHOH nHbOpManuu o cyobexty I1/]H;
- YHUYTOXXEHUE apXUBHOM HHPOpManuu mo o6wekty [1/]H.
VL. Yrpo3sl 6e300aCHOCTH NePCOHATbHBIX JAHHBIX NPH 00padoTKe B HH(POPMANMOHHBIX
CHCTeMax NepCOHAJBHBIX JaHHBIX

1. ITox yrposamu 6e30I1acHOCTH IIEPCOHANBHEIX TAHHBIX TpH ux obpaborke B UCTIIx
IIOHMMAETCS COBOKYIIHOCTH YCIOBHH M (DaKTOpPOB, CO3MAIOMMX IIOTECHIMAIBHYIO WM DPEalbHO
CYLIECTBYIOIIYIO  OIIACHOCTh,  CBSI3aHHYIO C  yTeukod  mHpopMammu ©  (WUIK)
HECaHKIMOHUPOBAHHEIMU (UM )HEIPEeAHAMEPEHHBIMU BO3ICHCTBUSIMU Ha Hee. Takum oGpasom,
yrpo3sr OesomacHoct II[IH mpm mx obpaborke B MCIIJ[H Moryr OHITH CBA3aHBEI Kak C
HempeaHaMepeHHBIMU AeicTBrAMH nepcoHana MCIIJIH, Tak u co cnenuatbHO OCYIIeCTBIIEMEIMU
HENPaBOMEPHBIMH JIEHCTBUSAMH OTAENBHBIX OpraHu3aldil W TpaXaaH, a TakKKe HHBIMA
HCTOYHMKaMM yrpo3. HempaBoMepHbIe OEHCTBHS MOTYT HCXOIUTh TakkKe M OT COTPYIHHKOB
VYupexIenus B cilydae, KOTla OHH pacCMaTpHBAIOTCS B KAa4eCTBE IMOTEHI[HAIBHOTO HApPYITHTES
6e3omacHocT I1/]H.

2. B memix GopMHpOBaHHS CHCTEMAaTH3MPOBAHHOIO IepeuHs yrpos Gesomacuoctd I1JIH
npu ux obpabotke B MICII/IH u pa3paboTke Ha UX OCHOBE YaCTHBIX (IeTaIM3UPOBAHHBIX) MOJEIEH
IPMMEHHUTENBHO K KoHKpeTHOMY BuIy MICIIJ[H, yrpo3sl Ge30macHOCTH MEPCOHATBHEIM JaHHEIM B
HCIT/Tr M0HO KIaccU(DUIIPOBATh B COOTBETCTBUH CO CIECAYIOIIAMH IIPH3HAKAMHE:



- Tlo tumy MCI1[{H, Ha KOTOpEIE HAIIPABIICHA Pealu3ai yrpos;
- Tlo BH/Iy HapyIIaeMOro CBOKCTBA HHQOPMAIUH (Bu/Ty HecaHKIMOHUPOBAHHEIX JCHCTBHH,
ocymrecTBisieMbIx ¢ [1JT1);

- 10 crocobaM peanu3alnui yrpos;
- TI0 HCIIONIBE3YEMON YSI3BUMOCTH;
- 10 0OBEKTY BO3JEHCTBH.

3. Jlns VCIIJIH CyImecTBYIOT CIEYIOMKE KITacChl yIpo3 6esomacHocTH IIJIH:
- Tlo BHIAM BO3MOKHBIX HCTOYHHKOB yIpo3 6€300acHOCTH epCOHATBHBIX AHHBIX
- yrpo3bl, CBS3aHHEIE C NPEJHAMEPEHHBIMU HIHA HeIpeIHAMEPEHHEIMA [IEHCTBUAMH JIHIL,
mmeromumu poctyn k VP MCIIMIH, BKmO4Yas [OJIb30BaTENIEeH, pEeaTU3yIONIHe YTPO3bI
nenocpencteerHo B MCITTH;
- yIpO3BI, CBS3aHHEIE C MPEIHAMEPEHHBIMU HIH HeIIpeIHaAMEPEHHEIMH JICHCTBUAMHM JIHII, HE
umeromux poctyma k VICIIJIH, peamm3yioIlie yrpo3bl M3 BHEIIHEX ceTell CBsI3M OOMIETO
HOIMB30BaHUs U (Win) ceTell HHPOPMAIMOHHOTO 00MEHa;
- YIpo3bl, BO3HAKHOBEHHE KOTOPHIX HAMPAMYIO 3aBUCHUT OT CBOMCTB TEXHHKH, UCIIONIB3yEMOU B
WCIIOR;
- YIPO3Bl, CBA3aHHBIE CO CTUXUAHBIMH IIPUPONHBIMHU ABICHAUAMH.
KpoMme 3TOro, Yrpo3bl MOTYT BOSHHKAaTh B PE3yNBTATe BHCADPCHHA anmapaTHBIX 3aKJIaJoK H

BpPCAOHOCHBIX IIporpamMm.

- Tlo Tumy MCII/IH, HA KOTOpBIE HAIPABJICHA YIPO3a:

[To crpykrype WUCIIJIH, Ha KOTOpHIC HAIpaBieHa yIpo3d, HEe0OXOIAMO paccMaTpHUBATh
CIIEIYIOMINE KIIACCHI YTPOo3:
- yrpo3sl 6e30MacHOCTH NaHHEIX, o6pabatsiBaemsbix B MICITJTH Ha 0a3e aBTOMATH3HPOBAHHBIX
pabo9gux MECT;
- yrpo3sl 6€301acHOCTH AaHHBIX, o6pabareiBaemsix B ICIT/IH Ha Ga3e JOKaIbHBIX
nH(OPMAIIMOHHEIX CHCTEM.
- ITo cmoco6am peajH3anuy yrpos

ITo criocobaM pealTu3anii yrpo3 BEIICISIOT CIeYIOMIe KIIacChl yrpos:

- YIpO3BI, CBS3AHHHIE C HECAHKIIOHUPOBAHHBIM OCTYIIOM kITJTa(B TOM YHCIIE YTPO3EL
BHE/[PEHNUS BPEJOHOCHBIX IPOTPaMMm);
- yrpo3sl yredky I1/IH IO TEXHUYECKUM KaHanaM yTeuKH uadopmanun (TKYHN);
- YTpO3bI CEUHATBHEIX BO3AEHCTBYH Ha NCIIds.

- Tlo By HapymaeMoro cpoiictBa HH(popMAIHH (HecaHKIMOHHPOBAHHBIX eHCTBHH,
0CYIIECTBJSIEMBIX € IePCOHATbHBIMA JAHHBIMH)

[lo BuAy HECAHKIMOHHPOBAHHEIX JCHCTBHH, OCYIIECTBIACMBIX C HEepPCOHATBHEIME

JIAHHBIMY, MOKHO BBIICTIUTH CIEIYIOIHH KJIacc yrpos:
- YIpo3sl, NPUBOAAIMEC K HAPYMICHHIO xoHbuaenrmansHocTd  IIJIH  (KOIMPOBAHMIO MM
HECAHKIIMOHHPOBAHHOMY DACIPOCTPAHEHHUIO), HPH pPeanusaluy KOTOPBIX HE OCYILECTBIIAETCS
HEIIOCPEICTBEHHOTO BO3ICUCTBIA HA CONEPKAHHE uHbOpMaIIH;
- YTPO3BI, IPUBOJIANINE K HECAHKI[MOHUPOBAHHOMY BO3IEUCTBUIO Ha COflepKaHHe HHPOPMAIIUH,
B pe3y/IbTaTe KOTOPOTO MPOMCXOIUT H3MEHEHNUS NAHHEIX MK MX YHIYTOXKECHHE;
- yIpo3Bl, TPHUBOJANIME K HECAHKIMOHMPOBAHHOMY BO3JEHCTBHIO Ha IPOrpaMMHBIC WX
IpOrpaMMHO-allapaTHbIe  SIEMEHTEI WCIIly, B pe3yilbTaTe KOTOPOTO OCYIIECTBIICTCA
GIIOKHpPOBAHUE JaHHBIX.
- Tlo mcmob3yeMoii yS3BHMOCTH BBIIEJIAIOTCS CIETy0mue KAacChl yrpos:
- yrpossl, pealMsyeMble C HCIONB30BAHHEM YS3BUMOCTH CHCTEMHOI0 IPOrpaMMHOIO
o6ecneuenus (110); ,
- Yrpo3El, PpealU3yeMEle C HCIONB30BAHUEM YA3BUMOCTH npuknansoro IIO; - yrpossl,
BO3ZHHUKAIOIINAE B PE3YJIbTaTe HCIOIB30BAHUA YSA3BHUMOCTH, prsBanHoOi HammuweM B MICILIH
arnmapaTHOM 3aKJIaiKuy;
- YIpo3El, peamM3yeMble C  HCIOJB30BAHHCM yA3BUMOCTE}  IIPOTOKOJIOB ~ CETEBOTO
B3aMMOJICHCTBHS U KaHAJIOB IIEpeiadll JaHHBIX;
- Yrpo3El, BOHAKAIOIIME B PE3Y/IBTATE HCIIONB30OBAHUS yA3BUMOCTH, BEI3BAHHOM HEIOCTaTKaMHU

o
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- YTPO3BI, pealu3yeMbleé C MCIONB30BAHUEM YSI3BUMOCTEH, OOYCIOBIMBAIONINX HATHIHE
TEXHHUYECKHX KaHAIOB yT€UKH HH(DOpManuy;
- YTPO3bI, peau3yeMbIe C HCIOIB30BaHMEM YA3BUMOCTEH CPENICTB 3auUThEl HHDOPMAIIHTL.

- Ilo 06bexTy Bo3eHCTBHS BBITEIAIOTCS CIIEAYIONIHE KIACCHI YTPO3:

- VYrposel 6esonacHoctH [1]1H, o6pabarsiBaemeIx Ha APM;

- VYrposel 6e3onacHocTH [1][H, mepeqaBaeMEBIX 110 CETSM CBSI3H,

- Yrpo3EI IPUKIANHEIM IPOrpaMMa, ¢ IIOMOIIBIO KOTOPEIX obpabarsiBaroTcs I1]]H;

- yrpossl cuctemuomy 110, obecneunsatomeMy byHrkunonupoanue MCIT/H.
VILXapakTepacTHKA HCTOYHHKOB YIpo3 6e30IacCHOCTH IepCOHAIbHBIX JAHHBIX B HUCII On
1. B ormomenun HCIIJIH MOryT CymecTBOBAaTh TPH THIA HCTOYHUKOB yIpo3
6ezonacuocTu I1]H:

1. AHTpOTOreHHEIE MCTOYHUKH yIrpo3 GesomacHocTy ITTH.
2. TexHOTeHHBIE HCTOYHHKM yrpo3 GezonacHoctd [TJTH.
3. CruxuiiHble HCTOYHUKY yrpo3 Gesomacuocty [1TH.
- AHTPODOreHHbIE HCTOYHHKH Yrpo3 Gesonacnoctn I/IH
B kadecTBe aHTPONOreHHOro HCTOYIHUKA yrpo3 i VICTI/H Heo6X0mMo paccMaTpuBaTh

CyObeKTa (JIMYHOCTE), HMEIOMIEr0 CAaHKIMOHMPOBAHHEIA HIIH HECaHKIIMOHMPOBAHHBIN JIOCTYI K
pabote co mrratHsME cpenctBamu UCIIMIH, neficTus KOTOPOTO MOTYT IIPUBECTU K HAPYIICHHUIO
0e30macHOCTH NMEPCOHATBHBIX AAHHBIX. AHTPOIIOTEHHBIE HCTOYHHKA YyIpo3 II0 OTHOUICHHIO K
HUCIITa MoryT GBITh KaK BHEIIHAMH, TaK X BHYTPESHHHMI.

Cpenu BHENMIHHX aAHTPOIOICHHBIX MCTOYHMKOB MOYKHO BBLICIHTD ClIy4aiiHple H
IIPEIHAMEPEHHBIE HCTOYHHUKH.

Cryuaiineie (HempeHAMEpEHHEIE) HCTOYHMKHM MOTYT HCIONB30BATh TAKHE YSI3BUMOCTH,
KaK OIMMOKH, COBEpHmIEHHBIE Ipu mpoekTupoBanmmu HWCIIJIH u ee 9JIEMEHTOB, OIIMOKH B
IIPOrPaMMHOM OGECICYEHHH; PA3THIHOTO POofa cGOM M OTKA3El, OBPEKICHHS, [IPOSIBIIIEMEIE B
HUCII[IH. K TakuM HCTOYHHKAM MOXHO OTHECTH TIEPCOHAN OCTABIIMKOB Pa3IMYHOIO poJia yCiyr,
TIICpCOHAN HAJ30PHBIX OPTaHM3AIMH M aBapUHHEX CIy:k0 M T.II. J{eHcTBUA(YIPO36I), HCXOISIHE
OT JaHHBIX MCTOYHUKOB, COBEPHIAIOTCS IO HE3HAHHIO, HEBHUMATEIBHOCTH WM XaNaTHOCTH, M3
JOOOIEITCTBA, HO 6€3 3J10r0 yMEICHA.

IlpennaMepeHHEIE  MCTOYHMKM — IIPOSBISIOTCS B KOPBICTHBIX  YCTPEMIIEHHSIX
HapymuTeneld. OCHOBHAsS HeNb TaKMX HCTOYHUKOB - YMBINUICHHAS J€30pranu3anusi paboTEl,
BBIBOZ cHCTeM OpraHusanuyl M3 CTPOsl, MCKaXeHHe MHQOPMALHMHA 3a CYET IIPOHUKHOBEHHUS B
WCIITs nyTeM HeCaHKIIMOHHPOBAHHOTO JocTyTa.

BHYTpeHHMME MCTOYHHKAMH, KaK IIPABHJIO, SBISIOTCS CHENMAIHCTE B OGTACTH
IPOTPaMMHOTIO OO€CIEYEHHs ¥ TEXHHYECKHX CPENCTB, B TOM 9HCIIE CPEICTB 3allUTEI
MHGOPMAIMK, MMEIOUHE BO3MOXHOCTH HCIIONB30BAHHS  IITATHOLO obopynmoBaHus u
IporpaMMHOTeXHHIeCKUX cpencts MCII/In. K TakuM HCTOYHMKAM MOYKHO OTHECTH OCHOBHOMN
II€PCOHAI, IPEACTABUTENEH CiIyK0 6€30IacHOCTH, BCIOMOTaTeIbHEIN U TeXHHUCCKHI IIEpCOHAI.

JUsi BHYTPEeHHHX HCTOYHMKOB YTPO3 0CO60E MECTO 3aHHMAIOT YIPO3Bl B BHJE
OIMMOOYHBIX MNEUCTBHE H (WIH) HapyLICHUIH TpeOOBaHUU DSKCIUIyaTAl[HOHHON W HHOMH
AOKYMCHTALUU COTPYAHUKAMH YUpexKAeHus, umeromux xoctyn k MP UCIIIu. K momo6HbM
yrpo3am, B 9YaCTHOCTH, OTHOCSTCS:

- Hempenymeimiennoe nckaxeHne Wik ylane e IporpaMMHEIX KOMIIOHEHTOB;

- BHenpeHue u NCTIONB30BaHKE HEYUTEHHBIX IPOrPAMM;

- HruopupoBanue OpraHM3allHOHHBIX OTPAHMYEHHH (yCTAHOBIEHHBIX IIpaBuiI) Ipu pabote ¢
pecypcamu UCIIIH, BKmodas cpefcTBa 3amuTE HEbOpManmu. B 9acTHOCTH:

- HApyICHUE MPAaBHJI XPAaHEHHI MHYOPMAUMH OTPAaHHYEHHOIO AOCTYTIA, HCIIONIB3yeMOi Ipu
SKCILTyaTalM¥ CPEICTB 3alUTH HHQOPMAIKH (KIFOIEBOM, HapoIbHON 1 ayTeHTH(QUIUPYIOMmIEH
HHGOPMAITHH);

- TINENTOCTARIIEHWE TIOCTONOHHWUM JTUTIAM BOZMOXHOCTH JIOCTVIIA K CHENICTRAM 3RallTHUTEI
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pHOpMaruK, a TakKe K TEXHMYECKHM IIPOrpaMMHBIM CPEACTBaM, CIOCOOHEBIM IIOBJIMATE Ha
BEITIONHEHNE IPeTbIBIAEMEIX K CPEICTBAM 3aIUThl HHPOPMAIHH TpeOOBaHUIH,
- HACTpOMKA H KOHMUIYpUPOBAHHE CPEICTB 3aIIUTH HHPOPMAIIHHY, & TAKKE TEXHUIECKHIX 1

IIPOrPaMMHBIX CPEJCTB, CIIOCOOHBIX MOBIHITH Ha BEITONHCHHE NPEABABIACMBIX K CPELCTBAM
samwTs “HQOpMAIuK TpeOGOBaHuH, B HapyIICHHE HOPMATHBHBIX M TEXHUICCKHUX IOKYMEHTOB,

HecooOmeHne O (paKTaXx yTpaThl, KOMIPOMETAIWH  KIIOYEBOH, IapoNIbHOM M
ayTeHTHGUIMPYOMEeN HHpOpMaNyH, a TaKKe mo0oH ApyroH HH(GOPMAIIUH OIPaHUICHHOTO
JIOCTyTIA.

HauGoIbIIyI0 ONAaCHOCTH IPEeICTABIIOT MPEeIHAMEPEHHBIE YIPO3BI, HCXONAMHME KaK OT
BHENTHUX, TaK ¥ OT BHYTPESHHUX aHTPOIIOTCHHBIX HCTOYHHUKOB.

Heo6x01iMO0 paccMaTpHBaTh CIEAYIOMNIHE KIIaCChl TAKMX YTpo3:

- YIpO3EI, CBSI3AHHEIC C PETHAMEPEHHBIMA ACHCTBHAMY JIAL, UMCIOIIMMH OCTYIL K NCII s,
BKTIOUas monp3osatenei VICIIJIH ¥ MHBIX COTPYAHHUKOB YUPEKICHUS, PEATU3YIOIAMH YTPO3BI
rerocpeacTBenHo B VICITJIH (BHYTpeHHUH HAPYIINTEND);
- YIpO3Bl, CBA3aHHBE C NPETHAMEPEHHBIMH NCHCTBHMAMM JHL, HE HMCIOIMMMH JOCTyHa X
VUCIIlH ¥ pealu3yONMME YIPO3El U3 BHEIIHUX CETEH CBAH 0OIIEro IOIB30BaAHUS MK CETEH
HH(GOPMAITHOHHOTO 06MeHa (BHEIITHUH HapyIIATENb);
- YIpO3Hl, CBS3aHHBIC C NpEJHAMEPEHHBIMM ACHCTBHAMM JIML, HE HMCIOMMMHA JOCTYyId K
WUCIITa u peanmusyromumu yrpo3e: mo TKY .

- TexHOreHHbIe HCTOYHAKH yrpo3 OezonacHocTH I/

TexXHOTeHHE WCTOYHUKH YIPo3 HANPSAMYIO 3aBHCST OT CBONCTB TEXHUKH. JlaHHEIE
HCTOYHHKH TAKKE MOTI'YT OBITh KaK BHEIIHUMHY, TaK X BHYTPEHHHUMH.

K BHEMHNM HCTOYHHKaM oTHocsTcs mH(pacTpykrypHsle anemenTsl MCII/IH: cpencTsa
cBsi3u (Tete(bOHHBIE TMHWH, THHAH ePeNadu JAHHBIX U T.IL.), CSTH HHKCHEPHBIX KOMMYHUKAIHH
(BomocHaf KeHUe, KaHAIH3AIYs, OTOIIIEHHE U IIP.).

K BHYTPEHHMM HCTOYHHKAM OTHOCSATCS HEKaYCCTBEHHEIC TEXHMYECKUC U IPOTPaMMHBIC
cpenctea 00paboTku HH(OpMAWH, BCIOMOTATENbHBIE CPEICTBA (oxXpaHBI, CUTHAIM3AIHH,
TeneOHUK), APYTHe TEXHHYECKHUE CPEJCTBA, IPUMEHSCMEBIC B UCIITH, a TakXke BPEOOHOCHOE
IpOrpaMMHOE 00ECIIEICHHE U alllapaTHIC 3aKIIaIKy.

ArmapaTHas 3aKJIazKa

ATmapaTHbIE 3aKIaKI MOTYT OBITh KOHCTPYKTHBHO BCTPOCHHBIMU 1 aBTOHOMHEIMHU.
ArnmapaTHble 3aKIaIKH MOTYT Pean30BaTh yIPO3bL:

- C6opa u naxomnenus [1/15, o6pabaTsiBaeMBIX U XPaHUMBIX B NCIIx;

B crily OTMEUEHHEIX CBOMCTB allllapaTHBIX 3aKIa/I0K () EKTHBHAS 3allUTa OT HUX MOXKET
6LITE OGeCIIedeHa TOMBKO 32 CUeT TINATETBHOrO ydeTa WX CHeIUMGMKH H COOTBETCTBYIOMIEH
OpraHM3alldd TEXHUYECKOH 3amuThl HHQOpMAlMH Ha BCEX CTafMiIX JKU3HEHHOTO IMHKIA
UCII/Is.

Hocwurens BpeIOHOCHOH IPOrpaMMbl

B kadecTBe HOcHTens BpemoHocHOW mporpammbl B MCIIJIH MOXET BBICTYNATH
anmapaTHEIM 3JEMEHT CPEACTB BHIYUCIMTEIBHOM TEXHHKA M3 COCTaBa WCI[s wm IIO,
BBIITOJTHSIONIEE POJIb IIPOrPaMMHOTO KOHTEHHEpa.

Ecnu BpedoOHOCHas IIporpaMMma HE acCOLMHMpyeTcs C Kakoi-mubo IIpHUKIATHOK
IpOrpaMMoOif M3 COCTaBa CHCTEMHOIO HIIH obmero 11O UCIIJIH, B KadecTBE €€ HOCHTCIA
BEICTYIIAOT:

- BHCINHWH MAIIMHHBI (OTIy/KIAEMEIH) HOCHTEINb, T.e. QUCKETa, ONTHYECKAN JMCK, Ta3ePHBIH
IHCK, (IISII-IAMSTh, BHEITHUAH )KECTKUN JIUCK U T.IL.;

- BCTPOCHHBIE HOCHTCIIH PIHCbOpMaHHI/I ()KGCTKI/IC JUCKH, MHUKPOCXCMBI Oﬂepa'TI/IBHOfI IIaMiATH,
IIpo1eccop, MUKPOCXEMBI CUCTEMHOH IIIaThl, MHUKPOCXEMBI YCTPOﬁCTB, BCTpPauBacMEBIX B

CHCTEMHBIH GII0K YCTPOHCTBA - BH/ICOaNTEPa, CETEBOH IUIATEL, YCTPOUCTB BBOJIa/BBIBOJIA U T. [I.)



- MHUKPOCXEMEI BHEIIHUX YCTPOHCTB (MOHHUTOpA, KJIABHATYpHI, IPHUHTEPA, IIOTTEpa, CKaHEepa H

T.IL).
B ToM ciry4ae, ecii BpeJOHOCHAs IIporpaMMa MOKET OBITh IIPOacCOIMHUPOBAaHA C

cucteMHBIM miu obmuMm IIO, ¢ daitmamu pa3muUHOW CTPYKTYPH HIM C COOOIIEHHSIMH,
IEpeaBaEMEIMH II0 CETH, TO €€ HOCUTENEM SBILIFOTCS:

- naxetsl nepenaBaeMbix 1o cety MCIIJIH coobmienwmit;
- (aitnsl (UCIIONHIEMEIE, TEKCTOBBIE, TpaudecKkue u T.1.).
Ilpy BO3HMKHOBEHHMH YTpo3 U3 JaHHOM TIPYNNBl IOSBISETCS ITOTEHIUAIBHASL

BO3MOXKHOCTh HapyIIeHHs KOH(QUICHIMATBHOCTH, IENOCTHOCTH, IOCTYIHOCTH H JIPYTHX
xapaxTepuctuk 6e3omnacHoctd I1/1H.

- CruxnmiiHble HCTOYHHKH yIrpo3 GezomacHocT ITIn
CruxuifHple  HCTOYHMKM  yIpo3  OTIMYaeTcs  OONpIIMM  pasHooOpasueM  H

HETIPEICKa3yeMOCTBIO U SIBJISIOTCS, KaK IIPABHJIO, BHEIIHUMHU IIO OTHOUICHHIO K YUPEXkICHHUIO.
Ilox HuMH, TpexIe BCEro, pacCMaTpHBAIOTCS Pa3IHYHBIC IPUPOJIHBIE KATAKIM3MEL: IIOKADEL,
3€MJIETPSACEHMS, yparaHel, HAaBOAHEHMS. DBO3HMKHOBEHHE STHX HCTOYHHKOB TPYIHO
CIPOrHO3UPOBATh, MM TSKENO IIPOTUBOAECHCTBOBATH, HO IIPH HACTYIUIEHMH IOZOOHBIX COOBITHE
Hapymaetcs ImratHoe (yHknuMoHHpoBaHuHe camoit MCIIJ[H W ee CpPEACTB 3aIIUTHL, HTO
NOTEHIMANbHO MOXET T[PUBECTH K HApyWIEHHIO KOHQHICHIMAIbHOCTH, IIE€JIOCTHOCTH,
JOCTYIIHOCTH M APYTHMX XapaKTEPUCTHK Oe3omacHocTH I1/IH.

3ammra OT Yrpo3, HCXOMSIIMX OT TEXHOTGHHBIX W CTHXMHHBIX HCTOYHHKOB YTPO3
6esomacuoctu [1]1H, permaMeHTHPYeTCS MHCTPYKIMSAMH, Pa3paGOTAHHEIME M YTBEP)KICHHBIMU
OIepaTopoM ¢ y4eToM ocobeHHocTel akemnyaTanuu MCIT/TH.

VIII. Mopgeas HapymuTesisi 6€300ACHOCTH IIePCOHAILHBIX JAHHBIX
1. AHamus BO3MOXKHOCTEH, KOTOPHIMH MOXET O6Na/aTh HAPYIIMTENb, IPOBOLHTICS B

paMKax MOJIENIN HapyIIHTES.
[Ipu paspaGoTke MOzeNH HapymUTENs 3abUKCUPOBAHEI CIIEAYIOIIME TT0IOKEHHS:

- besomacrocts [1/1n 8 VICTI/In obecneunBaercs cpecTBaMu 3amuThl uHGopManua VCIIIH, a

TalOKe HCIOJIB3YeMBIMH B HHMX HMHQOPMAUMOHHBEIMH TEXHOJIOTHSAMM, TEXHUYECKUMH U

IPOrPAMMHBEIMH  CPE/ICTBAMH, YAOBIETBOPSIOMMUME TpeOOBAaHUSAM IO 3amuTe HH(GOpMAIHH,

YcTaHaBnUBaEMBIM B COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuitckoi denepamu;

- Cpenctea  sammrer  mHEbopManuu(C3U) mTatHO — (QYHKIHOHHPYIOT —COBMECTHO ¢
TEXHUYECKUMH U IIPOTPAMMHEIMH CPEICTBAMHU, KOTOPEIE CIIOCOOHEI IIOBIHUSITH Ha BBITIOTHEHHE
npensaBisieMblx kK C3U tpeboBanmnit;

- C31 =me wMmoryr ofbecmeunth 3ammry IIJIH OT [efiCTBHif, BHINONHAEMEIX B pamKax
IPENOCTABICHHBIX CYOBEKTy AedcTBui momHoMoumit (Hampumep, C3U He MOXKET 0GeCIIeunTs
samuty IIJIH OT pacKpeITHS JMIIAMM, KOTOPHIM IPEJOCTABIEHO MPaBO HA JOCTYI K STHM
JTAHHBIM).

2.0nucanue HapyIIUTENEH.

C TOYKM 3peHMS HaIMYHA IpaBa IOCTOSHHOIO WJIM pa3soBOTO HOCTYAa B
KOHTpormpyeMyo 30Hy (K3) o6sektoB pasmemenus VICIIJIH Bee husuueckue IMIa MOTYT GBITH
OTHECEHHI K CIEIYIONIUM IBYM KaTETOPHSIM:

- Kareropus I- muna, He uMeromume npaea KOCTyIa B KOHTpOIEpyeMyto 308y MCIT/Tx;
- Kareropus I1-muna, AMeroniue mpaBo LOCTYIIa B KOHTPOIMpyemylo 308y MCIITH.
Bce morteHnmanbsHbe HApYMIATENH TOApa3 el SI0TCS Ha:

- Bremnux Hapymmrene#, oCymeCTBISIFOIIIX aTaky M3-3a TIPENETOB KOHTPOIUPYEMOH 30HEI
NCIIn;
- BHyTPEHHUX  HapyIIMTeNeH, OCYWIECTBIIONIMX  aTaKd, HaXOAiCch B  Ipedenax
KoHTpommpyemoit 30861 UCITJH.

B kadecTBe BHENIHEr0 HAPYNIHTENS KPOME JIHI KATErOpHH | MOMKHEI paccMaTpPUBATEHCS

TaKoKe Jinia Kareropuu II, Haxomsmmmecs 3a nmpenenamu K3.
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B orromenny VCIT/IH B Ka4eCTBE BHEIIHETO HAPYIIMTEISIMY U3 YUCIA UL Kateropuu I Moryt
BBEICTYIIATh:
OBIBIIME COTPYIHUKU Y UPEKICHU;

IIOCTOPOHHUE JIHIIA, TTBHITAIOIIUECS IIOTYyIUTh AOCTYI K [I/[H B MHHIIMaTUBHOM IOPSIKE;
IIPEICTABUTEIH IIPECTYIIHEIX OpraHU3aIui.
BHenmamit HapymuTe b MOKET OCYIIECTBIIATE:

nepexBaT obpabareiBaeMblx TexHudeckumu cpenctsamu VICIIIE IIJIH 3a c4eT UX yTEYKH IO
TKYU ¢ #uCcrmonb30BaHHEM NOPTATUBHBIX, HOCHMBIX, @ TaKXKe aBTOHOMHEIX aBTOMAaTHYECKHX
CPEICTB pa3BEIKU CEPUHHOM pa3paboTKy;
- JIECTPYKTHBHBIC BO3ACHCTBUS depe3 dNeMeHTH HHpopManuoHHoi nabpacTpykTypsl VCIIIH,
KOTOpEIE B IIPOIIECCE CBOETO JKU3HEHHOTO NHKJIA (MOIAEPHM3ALUs, COIPOBOXKAEHHE, PEMOHT,
YTHJIM3AIUs) OKa3kIBalOTCS 3a mpeneinamMu K3;
- HECAHKI[MOHHPOBAHHBEIM JOCTYm K HMHPOpPMAlMM C HUCIONB30BAHHUEM  CIIELHATIBHEIX
[IPOTPaMMHEBIX BO3JEUCTBUH IIOCPEICTBOM IIPOIpaMMBI BHPYCOB, BPEINOHOCHBIX IIPOTPaMM,
AITOPUTMHUYECKUX WIHM IPOTPAMMHBIX 3aKJIaZlOK; MEPAMH;
- araku Ha MCIIJIH myTeM peaii3aliiyl yrpo3 yOAJIEeHHOrO JOCTYyIIA.

Buytpennnit mHapymmTens (muma kareropuu II) moppasgensercs Ha BOCEMB TPYII B
3aBHCHMOCTH OT CIT0co0a ¥ IIOJHOMOYHI ToCTyIa K HHpopmaruoHHEM pecypcam (MP) MCIIIH.
- -K  nmepmoif rpymme  OTHOCATCS ~ COTPYIHUKH — YUpeXICHHd, He  SBILIONIHECS

3aperuCTPUPOBaHHBIME HONB30BaTeNIME U He nomymenHsle k P UCIL/IH, Ho nMeronue

nepexBaT HH(pOpManuW, MepefaBacMOM IO CETSM CBA3M OOIIEro IIONb30BaHMS HIIH
KaHaJlaM CBS3M, HE 3aIlMINECHHBIM OT HecaHKnuonupoBanHoro poctyma (HCJ) x mHbOpManum
OpraHU3allMOHHO- TEXHHIECKIMH CaHKIIMOHUPOBAaHHEIHN nocTyn B K3.

JInmo manHOM IpyIIIEl MOXKET:

- pacmoyaraTb MMEHaMH U BECTHU BBIIBIEHHE IapoJied 3aperuCTPHUPOBAaHHEBIX II0IB30BaTENIEH
NCII/s;

- H3MEHATh KOHQHUTYpAIMIO TEeXHWYEeCKHX cpencTB obpaborku IIJ[H, BHOCHTH IIpOTrpaMMHO-
ammapatueie 3akimagkd B I[ITC UCII[AE w ofecmeumBarh cheM HHGOpPMAIUH, HCIIONB3YS
HEIOCPEACTBEHHOE MOIKITIOYEHIE K TEXHHIECKUM CpeacTBaM 00paboTky HHGOpMAIUH.

- Ko Bropodi rpymme oOTHOCATCS 3apermcTpupoBaHHble nonb3oBarend MCIIIH,
ocymecTBistomue orpanmaeHnsni noctyn k P WCIIa ¢ pabogero Mecta. K 10l Kateropuu
OTHOCSATCS COTPYIHUKA YUIPSKIACHMs, UMEIoNue paBo noctyna K gokansHeiM P VCII[OH mms
BEITIOTHEHUST CBOMX JOJDKHOCTHBIX 00S3aHHOCTEH.

Jlumo na"HOM rpymIIeL:
- OO6namaeT BceMHU BO3MOKHOCTSMU JIUI IEPBOU KaTETOPHH;
- 3HAET, [10 MEHBIIEH MEPE, OHO JIETAIBHOE UMS JOCTYIIA;
- obmamaeT BceMH HEOOXOAMMBIMH aTpuOyTaMu (Hampumep, IapojieM), 00eCreunBaronIiM
noctyn k UP UCI1Ig;
- pacmomnaraet [1/TH, K KOTOPEIM UMEET IOCTYIL.
- K Tpertpelt rpymme OTHOCSTCS 3apeTUCTPUPOBAHHBIE IIONH30BATENH IIOACHCTEM
UCTIH, ocyIIecTRISIOMUE yadeHHbIH ntocTyn K [[J[H M0 TOKaIbHON CeTH Y UpexIeHUs.
JIumo naHHOM rPyIIIEL:
- O6nanaet BceMH BO3MOXKHOCTSIMU JIUI] BTOPOU KaTeroOpuy;
- pacmonaraeT uHpopmanue# o Tononoruu cetd UCIIJIH u cocTaBe TEXHUIECKUX CPELICTB
UCII g,
- HAMeEEeT BO3MOKHOCTB IPsIMOTO ((PHU3MIecKOro) JOCTyTa K OTAeIbHBIM TEXHUYECKAM CPEICTBAM
(TC) UCI1O=.
- K wuderBepToit Tpymme OTHOCSTCS 3aperucTpupoBaHHEIe Ionb3oBarenu MCII[IE c
IIOJTHOMOYHSIMHE agMuHHCTpaTopa 6e3onacHoctr UCIT/IH.
JIumo na"HOM TPYIIIEL:
- obmamaer moyHOM — WHpoOpMamume# o CHCTEMHOM U IPHUKJIATHOM IIPOrPaMMHOM
obecrrewernw. ucrnonsdvemMoM B cermente MCITITa:
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- obmamaer mnonHo#  wWHbOpManMEHd O TEXHUIECKHUX CPEACTBaX ¥ KOHDHUTYypalluu
cermenta UCII/H;

- WMeeT MAOCTYyH K CpEICTBaM 3alUTHl HHQOpMAalu¥ M [IPOTOKONHPOBAHMS, & TaKkKe K
OTIEBHBIM SIIeMeHTaM, Mcrosb3yeMbM B cermenTe MCIITH;

- HUMeeT JOCTYI KO BCEM TEXHHYECKHUM CPEACTBAM CETMEHTa UCII/g;

- of6mamaer mnpaBaMM KOHGUIYPHPOBaHHS H aIMUHHCTPATHBHOM HACTPOMKM HEKOTOPOro
OAMHOKECTBA TexHudeckux cpencts cermMenta MCII/x.

- K maroii rpymme OTHOCSTCS 3aperHCTPHPOBAHHEBIE IIONB30BATENH C IOIHOMOYHAMH
CHCTEMHOTO  aJMHHMCTPaTropa,  BBIIONHSIONIEr0  KOHQHUIYPHPOBaHWE W  YIPABICHHE
IporpaMMHEIM ofecriederreM H 00OpyZOBaHHEM, BKIOYas OOOpYHOBAaHKE, OTBEHAIOMIEE 3a
6e30macHOCTh 3alIMIIAEMOro OOBEKTa: CpEeICTBA MOHUTOPHHIA, PE3EPBHOTO KOMUPOBAHHI,
AHTHBUPYCHOT'O KOHTPOJIS, 3aIIUTHI OT HECAaHKIIMOHUPOBAHHOT'O AOCTYTIA.

JIu1o qaHHOM TPYIIIIEL:

- obmamaer momHOH wMHbOpPMAIMEN O CHCTEMHOM, CcHeluansHoM H npukiagHom I10,
ucronpzyemom B UCIT/IH;

- obnanmaer nosnuoi uadopmaruei o TC u xordurypanuu UCILIn

- umeet goctyn ko Bcem TCUCII/IH 1 nanHbIM;

- obmagaeT npaBaMu KOHGHUrypupoBaHus 1 aqMuHucTpaTrBHOM HacTpoiku TCHUCIL/IH.

-K mecroff rpymme oTHocsTcs 3aperucTpupoBaHHble monp3oBatenn MCIIIH ¢
[OJTHOMOYMSAMH aIMHHHUCTpaTopa 0e30mMacHOCTH YUPEeKACHUS, OTBEHYAIOUIEro 3a COOIIOJCHME
OpaBUJI PA3TPaHUYEHUS JOCTYNa, 3a TEHEPallMIoO KIIOYEBEIX JIEMEHTOB, CMEHY IIapojied,
Kpunrorpabuyeckyio 3amuTy HHGOpMAnuu. AIMMHHCTPATOp O€30IAaCHOCTH OCYIIECTBISET
ayIUT TEX XKE CPEICTB 3alIUTEl 0OBEKTa, 9TO U CUCTEMHEBIA aIMUHUCTPATOD.

JIu1o JaHHOM TPYIIIIEL:

- O6mnanaer monuoit uadopmarueit 06 UCIIx;

- VIMeeT JOCTYII K CpeCTBaM 3allUThl HHPOPMAIIUH U IIPOTOKOJIUPOBAHUS U K 9aCTH KIIFOUEBEIX
snemenToB UCII/IH;

- He mmeer mpaB jgocTyma K KOHGUIYPUPOBAHUIO TEXHHYECKUX CPEICTB CETH 3a

HCKTIOUEHUEM KOHTPOJBHBIX (MHCIEKIIMOHHEIX).

- K cempmoit rpyImme OTHOCSTCS JIMIA U3 YHCIIA MPOTPAMMUCTOB - pa3pabOTIUKOB
CTOpOHHEH opraHuzaunuy, sBsronmxcs mocraBmukamu IO u numa, obecmeduBaromye €ro
compoBokaeHne Ha 0ObekTe pasmenienns UCII/IH.

JInno maHHON IrpyNIbL:

- O6mnanmaer uadopmanue# 06 agroput™Max u mporpammax obpadorku uapopmarnuu B MUCII/H;

- obmamaeT BO3MOXHOCTSIMA BHECEHHS OIMMOOK, HE [AEKIapHPOBAHHBIX BO3MOXKHOCTEH,
IIPOrpaMMHEIX 3aKJIamoK, BpemoHOocHBIX nporpamMMm B IIO UCII/lH Ha cramuu ero paspaboTku,
BHEPEHUS B COMPOBOKIECHUS;

- MOXeT pacmojarate mOOBIMH ¢parmenTamu uHpopManuu o TC oOpaGoTKM M 3aIIUTHI
uadopmanmu B UCII/IH.

- K BoceMoii rpymime otHOCsTCs nepcorai, obcmyxusaromuit TC UCIL/In. a Takxe nuua,
obecreunBaroInue MoCcTaBKy, conpopokaenue u peMmonT TC UCIT/IH.

JIn1o naHHOU TPYIIIIEL:

- obmagaer Bo3MmoxHOCTAMHM BHeceHus 3aknamok B TC HCII[Im Ha cramum uUX pa3paboTky,
BHEPEHUS U COMPOBOXKICHUS;

- MOJKeT pacmojiarath GparmentamMu uHGopmaruu o tomonorun VICIL/IH, aBTOMaTH3HPOBaHHEIX
paboumx MecTaX, CepBepaXx M KOMMYHHKAaI[MOHHOM o6opynoBaHuH, a Takke o TC 3ammTer
uapopmaimu B UCII/IH.

3. IIpenronoxeHns 0 BO3MOXKHOCTAX HApYIIUTEN.

Jlns monydenust ucxomusrx manuex o MCIIIn mapynmrens (xak I xareropuu, tak u II
KaTErOPHH) MOXKET OCYIIECTBIIITh MEPEXBaT 3amIuGPOBaHHON MHGOPMAIMK M HHBIX JaHHBIX,
IepefaBaeMbIX [0 KaHajlaM CBA3W CeTIM OOmero IOonb30BaHUA M (WIM)CETAM
nabOpMaIMOHHOr0 00MeHa, a TakKe 1o JoKanbHEIM ceTsM MCIT .
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JIro60#t BHYTpEeHHUH HApYMIMTENb MOXKET UMETh (DU3MUECKUH OCTYI K JIMHUSAM CBSI3H,
CHCTEMaM BJIEKTPOIIUTAHUS U 3a3€MIICHHUS.

[Ipennomnaraercs, 9T0 BO3MOXKHOCTH BHYTPEHHETO HAPYIIUTENS CYIIECTBEHHEIM 00pazoM
3aBHCAT OT JEHCTBYIOIMIUX B Ipe/eiax KOHTPOIUPYeMOH 30HBI 00BeKTOB pasmemierus VCIIIx
OTpaHUYUTENBHBIX (aKTOPOB, U3 KOTOPHIX OCHOBHBIMH SIBILTFOTCSI PEXHUMHEIE MEPONPHSATHS U
OpraHHU3allMOHHO-TEXHUYECKNE MEPHI, HallpaBIICHHEIC Ha:

MIpeIOTBPAIICHUE U IIPECceUeHIe HECAHKIIMOHMPOBAHHEIX JCHCTBHMH;
mo160p U PacCTaHOBKY KaJlpoOB;
- JTOIycCK (HHU3MUYECKUX JIUI] B KOHTPOJIHPYEMYIO 30HY U K CPEJICTBAM BEIYHCIUTEIFHON TEXHUKH;
KOHTPOJIb 32 IOPSIKOM IIPOBEACHHUS padoT.

B cuny 3TOro BHYTpeHHHM HApyIIUTEIh HE HMEET BO3MOXHOCTH ITOJTYICHUS
cnenuanpHeX 3HaEUE 0 UCII/lH B 00BeMe, HEOOXOOMMOM JUIS PEUICHHS BOIPOCOB CO3IAHHUS H

IIPEOAOJICHUA CPEACTB 3allUThL HI[H, H HCKIYaCcTCAd €ro BO3MOXKHOCTE IIO CO3JaHHIO H

IIPEMEHEHUIO CIENUABHEIX IPOrPaMMHO-TEXHUYECKUX CPECTB PEeaN3alii [[eIeHallpaBICHHBIX
BO3JIEHCTBAH MAHHOTO HAPYIIUTENS Ha MOJIEkKAIINE 3aIuTe 0OBEKTHl H OH MOKET OCYIIECTBISATE
IIOIBITKY HECAHKIMOHUPOBAaHHOrO joctyna kK WP ¢ wucmonp3oBaHWEM TONBKO IITATHEBIX
nporpammHoTexangeckux cpencts UCII/a 6e3 HapymieHNs UX IEeJTOCTHOCTH.

Bo3MO0OXHOCTE CroBOpa BHYTPEHHUX HapymIuTeneld Mexmay cobolt, croBopa BHyTPEHHErO
HApPYIIHTENS C IEPCOHANOM OpraHM3aIuii-paspaborankos moacuctem MCIIJIH, a Takke croBopa
BHYTPEHHETO UK BHEIIHEr0 HapymIUTeNed JODKHA OBITh HCKIIOYEHAa IIPHUMEHEHHEM
OpraHu3allOHHO- TEXHWYECKHMX K KaJpOBO-PEXUMHBEIX Mep, AEHCTBYIOMKX IIa OO0BEKTax
pasmemenus UCIT/IH.

4. IlpenmonoxeHus 06 UMEIOMIUXCS Y HAPYIIUTEIS CPEACTBAX aTak

IIpennonaraercs, 94TO HapyMIUTENh UMEET Bce HEOOXOMUMEIE IJIS MPOBEACHHUS aTak II0
JIOCTYITHBIM €My KaHajaM aTak CpelCTBa.

Brenmauil HapymuTens (JMna Kateropuu I, a takxke numa xkareropud 11 mpu HaxoxXIEHUN
3a mpenenamMu K3) MOXKET HCIONB30BaTH CIEAYIONIME CPEACTBA JOCTyNAa K 3allHAIIaeMOu
uHGbOpMaIUH:

- Jloctynusle B cBOOOIHON NMpOAaXe ammapaTHbIe CPEICTBA U IPOrpaMMHOE 0OecIieueHne, B TOM

YHCJIe IPOTpaMMHBIE U allllapaTHEIE KOMIIOHEHTEI KPUIITOCPEICTR;

CrenmanbHO pa3paboTaHHEIE TEXHUYECKUE CPEACTRA U IIPOrpaMMHOe 0OecIeueHuE;

CpencTBa nepexpara U aHamu3a HHQOPMAIIMOHHEIX IIOTOKOB B KaHAJIaX CBSI3H;

CrenuanbHbIe TEXHUYECKUE CPENCTBa IepexBaTa uHpopmarmu mo TKYH;

ITratusie cpencrBa VICIIJIH (TONBKO B CiIydae X paclookeHus 3a npeaenamu K3).
BHyTpeHHMH HapymmTenb A JOCTyIa K 3amumiaeMoit mH(opmarmwm, comepikameit

I1/TH, Mo>xeT ucnomp30BaTh ToNbKO mTaTHBIE cpeacTBa UCIIJ(H. [Ipu 5TOM ero BO3MOKHOCTH IT0

HCIIONH30BAHUIO INTATHBIX CPEACTB 3aBUCAT OT peanmuzoBaHHbX B VCIIJ[H opraHu3aiioHHO-

TEXHUYCCKUX U PEKMUMHBIX MED.

5. Onwucanue KaHAJIOB aTak.
Bo3MoxkHEIME KaHaIaMH aTak, KOTOPBIE MOJKET UCIIONh30BaTh HAPYIIUTEIb IJI JOCTYIIaA
K 3amumaemoit nabopmanuu B UCII/IH, sBasSroTCS:
= KaHaJbl HEIOCPEACTBEHHOIO NOCTyla K OOBEKTY (BU3YAIbHO-ONTHUUECKHUI, aKyCTHUECKUA,
buznueckuii);
- DIJIEKTPOHHBIE HOCHUTENM HHGOpMaluy, B TOM YHCIE CHEMHBEIC, CHaHHBIE B PEMOHT H
BEITIIEIIITNE U3 YIIOTPEOIICHUS;
- OyMakHBIE HOCHUTEIH HH(POpPMAIIHH;
- IITaTHBIE NporpaMMHO-anmnapaTHele cpenctea MCII I x;
- kaOelnpHBIE CHCTEMBl M KOMMYTaIlHOHHOE OOOpyZOBaHHE, pACIONOKEHHBIE B Ipeaeiax
KOHTpOIMpPYEMOH 30HEI W He 3amumenHsle oT HCJ x wuHGOpManmuu opraHH3aIllOHHO-
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TEXHAYECKHUMH MEPaMHU;
- HesamMIIeHHbIE KaHak! cBs3u; TKY .

6. Tun HapymuTens rnpy ucronssopanuu B MCIT(H KpurTorpagu9ecKux CPEICTB 3aIUTHI
uHbOpMAaLUU

IIpu obmene wunpopmanmest mexmy VCIIIH # BHENIHMMH 1[0 OTHOIICHMIO K
IpEQIPUATHIO MHQOPMALMOHHBIME ~ CHCTEMAMH  HEOOXONMMO  HCIONB3OBAHKE  CPE/ICTB
kpunTorpaduaeckoii samursl naGopmanuu (CK3N).

YpoBeHb KpUITOrpaduaeckoil 3alUThl IEPCOHANBHBIX JIaHHBIX, 00eCIeUnBaCMOK CK34,
oIpesieNAeTcs MyTeM OTHECEHHs HapyIIUTelNls, ACHCTBHAM KOTOPOrO IOIDKHO IPOTHBOCTOATE
CK3U, K KOHKPETHOMY THITy, H 0asupyercs Ha IIOAXOJaX, OMMCAHHBIX B «MeTomudecKuMH
PEKOMEH/IAIIMAME 10 OGECIICYSHHIO ¢ MOMOIIBI0 KPHITOCPEICTB 6€30IaCHOCTH NEPCOHATBHEIX
JaHHBIX Opud HX o00paboTke B HHGOPMAIMOHHBIX CHCTEMax IIEPCOHANBHBIX [@HHBIX C
HCIIOB30BAHUEM CPEIICTB aBTOMATH3AIHI.

Tun HapymmTens u knace CK3M 0/uKeH OnpesieNAThes B COOTBETCTBAM ¢ TaOIHIeH

Ta6muna- CooTBETCTBHE THIIOB HapymuTent i knacca CK3U

I'pynna BHyTpeHHEro Hapy M TeJ st Tun HapymuTess Kaace CK3H
[pynmnal H2 KC2
[pynma 2 H3 KC3
[pymma 3 H3 KC3
['pymnma 4 H3 KC3
['pymma 6 H3 KC3
['pymma 6 H3 KC3
['pynna 7 HS5 KB2
['pymma 8 H4 KB1

Bremmuuit Hapymutens otHocutes K THiry H1. Ilpu 5ToM, eciu 0H 001a4a€T BO3MOXKHOCTSIMHE
110 CO3JAaHMIO CIIOCOO0B U IMOJATOTOBKH aTaK, aHAJIOTUYHEIMA COOTBETCTBYIONIIUM BO3MOKHOCTIM
BHYTpEHHEro HapynmTens Tuna Hi (32 HeKoueHreM BO3MOXHOCTEH, IIPEIOCTaBIIIEMBIX
npeOhIBaHMEM B MOMEHT aTakd B KOHTPOIIMPYEMOH 30He), TO 3TOT HapyIIUTENb TakKe OyaeT
0003HaYaTsCsl KaK HapymuTens Tuma Hi. ,
IX. AKTyajbHbIE YIPO3BI 0€30IaCHOCTH MePCOHAIbHBIX JaHHBIX B HHGOPMANHOHHBIX
CHCTEeMAaX MepPCOHAJBHBIX JaHHBIX

1. Jlns BEISBIEHHS U3 BCEro Iepedns yrpo3 6eszomacHoctr [1/1H akryamsabx 1w MCIIIa
OIICHMBAIOTCS JBa IOKA3aTeLd:

- Vposens ucxonnoit zamumnienHoctr MCII/IH;

- gacTOTa(BEPOSTHOCTH)peaIU3alliy PACCMaTPUBAEMON YTPO3EL

2. YpoBeHb UCXOJHOM 3anMIEHHOCTH HHYOPMAIIHOHHON CUCTEMEI IEPCOHAIBHBIX

TAHHBIX.

IMox yposaeMm ucxoxno# 3amumersoct CII/IH noErMaeTcs 0000meHHbIN II0Ka3aTelb,
3aBUCAIIMN OT TEXHHYECKUX M OKCILTyaTaluoHHbIX XapakTtepuctuk MCII/In. Ilepeuens qanHbIxX
XapaKTePUCTHK ¥ Mokasarenu 3amunierroctd VICII/IH, 3aBucsmue oT HUX, OKa3aHEl B TaOTIHIIE.

3. Ilokazaremu, OTHOCSAMIMECS K Y UPEKIEHHUIO BEICICHBI JKUPHBIM KyPCHBOM.

Jliisa onpenenenus ucxonnoi 3anmmensHocty VCIIJIH nomkHO OBITE pACCUMTAHO
IIPOIIEHTHOE COOTHOIIEHHE KaXKIO0I'0 YPOBHS 3aIMIEHHOCTH KO BCEM XapaKTEPUCTHKAM,
uMerommmM mecto st UCILH.

Ta6muna 9.1-Tlokazatenu ucxoxnow 3ammumensoctu UCIITa
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Texau4ecKHe U HKcIIyaTanuonnsie xapakrepacTuk HCI n

YpoBenn

Cpennami

Huzxuit

o TeppHTOPHAJILHOMY Pa3MEIICHHIO

Pacnpenenennas MCIIJIH, koTOpas OXBaTBIBaCT HECKOJIBKO obnacteil, Kpaes,
OKpPYTOB HJIM TOCYAapCTBO B IIEIOM

opoxckas MCIT/In, oxBaTeBaromas HE poJiee OHOrO HAaCEJIEHHOTO
mvHKTA(TODOIA, TTOCETKA)

Kopnoparueras pacupenenennas UCIIIH, 0XBaTeBarOM[as MHOTHE
[OIpa3IelIEHus] OTHON OpraHu3aIyy

noxanpHas (kammycuas) MCIIIH, passepHyTas B IpeACIax HECKOIBKUX
6IM3KO PACIONIOKEHHBIX 3AaHUH

Toxanvrnas HCITIH, pazsepriymasn 6 npedenax 00H020 30AHUA

Ilo ﬁa.';mtmio cOeIUECHES € CCTAMH 00HIero NoJbL30BaHug

ICI1/TH, nMeromasl MHOTOTOYEYHbIH BEIXOJ] B CETh 00IIIero MoIb30BaHUL

VICII[IH, nMerolast ONHOTOYEYHEIH BEIXOA B CETh 001I1ero MoJb30BAHM

VCII/Ix, Gu3HYecKd OTAENeHHAs OT CETH OOIIEro MOIb30BaHUs

0 BCTPOSHHDIM (JIeraibHbiM) OliepanusM ¢ 3anncaMi 6a3 I1/{n

UTEHHE, TIOUCK

anuce yoanenue, COpmuposKa

Monudukanus, Iepeaada

Tlo pasrpanAdeHHI0 10CTYIA K HePCOHATLHBIM TaHHbLIM

HCITI1, Komopoii umeem 00cHyH onpedeieHHbli nepedetd

COmpYOHUKO8 0P2AHU3AYUU, ACNAIOUETCA enadenvuem UCII/In, 1ubo

cyovexm I/[H

VCITJIH, X KOTOPO HMEIOT JOCTYII BCE COTPYAHUKH OpraHu3ally,
SIBJISTFOTIICHCS. BIIAJENIBIIEM

VICIT/IH ¢ OTKPBITBIM JOCTYIIOM

Mo gaxa4HIo coexnHeHnH ¢ Apyruma 6asamu [I/la HABIX UCIH In

HWnTerpuposansas VCIIT/Ig (oprani3anus HCIOIb3yeT HECKOIBKO 6a3 [1/1x

ICII]In, mpy 5TOM OpraHM3alys He SBIAETCS BIaNC/bIEM BCEX HCIIOJNIb3yEMBIX

VCII/TH, B KoTOpo# ucnonb3yeTcs ofna 6asa [1/H, mpuHaaexamas

oprarm3anuu- Biagensiy ganaoi UCIIH

To ypoBHI0 06o6menus (06esmuunpanns) I1/(n

HCIIJIH, B KOTOPO# IPeOCTaBIsIEMbIE IONIB30BATENIO NAHHBIC ABIIAIOTCA

06e3TMUeHHBIMY (Ha YPOBHE OPraHK3alliy, OTPAciy, 00JIacTH, PETHOHA ’ T.J.)

VCII/IH, B KOTOPOU JaHHEIE 00€3IMYMBAIOTCS TONBKO IPH Iepesaie B Ipyrue
Opranu3alyy ¥ He 00e3THIeHb! [IPU IPEIOCTABICHHH ONTE30BATENIO B

OpraHyd3anni

\HUCII/Tn, 6 Komopoi npedocmasiaemble noJ1b306AmMes0 OaHHblE HE

enaomesa 00e31uueHHbIMU
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Ilo o6nemy I1/{H, KOTOpPbIE HPEAOCTABISIOTCH CTOPOHHHM MOIb30BATESIM
CIlla

VICIT/IH, mpenocTaBisaonias Beio 6a3y naHHEIX ¢ [11x A"

UCIT/Tn, npedocmasaarowman wacme IT/Tn Vv

M CII/IH, He mpeIoCTaBIIONINE HUKAKOM HHpOpMauy \%

Konuuecmeo pewenuii

Obujee konuuecmeo pewienui

1. ITpunumaercs, yto MCIIJIH uMeeT BEICOKUHN yPOBEHD HCXOIHOMN 3aIUIIEHHOCTH, ECIH
He Menee 70% xapaxrepuctux MCII/IH COOTBETCTBYIOT YPOBHIO «BEICOKHITY, & OCTAILHBIE
YPOBHIO «CPETHUI Y.

B ciyuae, eciu nemenee70%xapaxtepuctuk VUCII/IH OTHOCHTCS K YPOBHIO

«HE HIKE CPETHETO0Y», & OCTAILHEIE K YPOBHIO «HU3KHUY», TO HCXOLHAS 3alIUIIEHHOCTb
HCILIu 6ynet cpemHero ypoBHs.

Bo Bcex ocrambhex ciygasx CII[IH 6ynet iMeTh HU3KHUH YPOBEHD 3aIUIIEHHOCTH.

Hcxopst u3 KpuTepueB ONEHKH, enaeM BEBOJ, uto VCIIJIH Yupexnenus nMeet cpenHuit
YPOBEHD 3alUIIEHHOCTH.
5.0npeneneRne akTyaabHEIX yTpo3 Ge30MacHOCTH HePCOHAIbHbIX JAHHBIX.

L1 OLIeHKHU yPOBHS HCXOMHOMN 3AIIUIEHHOCTH BBOIUTCS KO MUIHEHT HeXOMHOM
3AITUIIEHHOCTH Y 1, KOTOPHIN MOXKET IPUHMMATE 3HAUCHUS:

0-71711 BEICOKOH CTEIIeHH NCXOMHOM 3aMUIIeHHOCTH,

5 - UIA cpeHEel CTENEeHN UCXOMHOM 3aIUIEHHOCTH,

10-11s1 HU3KOM CTENEHH UCXOMHOM 3aMUIIEHHOCTH.

CrenyromuM mnapamMeTpoM, HEOOXOZMMEIM Ul ONpENeNeHHs aKTyalbHOCTH yrpo3
6esonacuoctu I1JIH, ABISETCS YacToTa (WM BEPOSTHOCTH) PEalIH3ALUH YTPO3El, IIOA KOTOPOH
TOHMMACTCS ONPE/IETEHHEIM SKCIEPTHBIM IIyTeM IOKa3aTeNls, XapaKTepU3yIOIIUi BEpOSTHOCTD
pealnsallid KOHKPETHOH yrpossl Gesomacuocts ITJIH mus VICIIJIH B peambHEIX YCIOBHSAX ee
(yHKUMORMpPOBaHHS. BBOAUTCS YETHIpE 3HAUEHHS 3TOTO [IOKA3aTeNs, 0603HAIaeMOro Kak Y2

MAJIOBEPOSATHO — OTCYTCTBYIOT OOBCKTHBHBIE TIPEIOCEUIKY [l OCYIIECTBIEHHS YTPO3EI
(Hampumep, yrposa XHINGHHS HOCHTENeH HHGOPMAIMH JIMLAME, He HMEIOMUMH JIETAJIFHOTO
AOCTyIa B IOMEIMICHHUE, I/e IIOCIEAHIE XPAHATCS);

HU3Kas BEPOATHOCTH - OOBEKTUBHEBIE PEITIOCEUTKHA JUIS PEATH3AIUH YTPO3HI CYIIECTBYIOT,
HO IIPHHATBIC MEPhI CYIIECTBEHHO 3aTPYAHSIOT €€ PealM3alldio (HAIPUMEP, MCIIONB30BAHEI
COOTBETCTBYIOLIME CPEACTBA 3AIIUTH HHGOPMALIKH);

CPCAHSS BEPOATHOCTh - OOBEKTUBHBIE TPENNOCEUIKM Uil pPEealM3allid  YTPO3HI
CYIIECTBYIOT, HO IIPUHATEIE MEPHI 0Oecneuenus 6e3onacHocty [/ HeOCTaATOYHEL,

BEICOKas — BEPOATHOCTE—OOBEKTUBHBIE MpPENNOCBUIKH UL  PEATM3ANMH  yTPO3EL
CYIIECTBYIOT M MEPEL 110 obecnedenuto 6e3omacHocTs I1J1H He IPHHSATHL

JlaHHBIM TOKa3aTeNb IPUHAMAET CIIEAYIOMIHE 3HAUSHHS:

O - 171 MaJIOBEpOSITHOM yTpo3EI;

2 - UL HU3KOU BEPOSTHOCTH YIPO3BI;

5-Iu1a cpeqHel BEpOSITHOCTH YIDO3EI;

10 - st BEICOKOM BEPOSITHOCTH yIPO3EL.

Wcnone3ys 3HaUeHHMS NpPUBENEHHBIX BEHINIE MOKasatened Y1 u Y2, Berumcnsercs
KO3 UIMEHT peanu3yeMoCcTH yrpo3s! Y, Opene/sieMblit cooTHOmeRHeM Y = (Y1I+Y2)/20.

B 3aBECHMOCTH OT CBOETr0 3HAYEHHUS 5TOT KO3 GHUIHEHT IPUHAMAET 3HAYCHH:

O <Y <0,3 - pearn3yeMoCTh YTrpo3bl IIPU3HAETCS HU3KOM;
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0,3 <Y <0,6 - peann3yeMOCTb yrpo3bI IPH3HAETCS CPEIHEN;

0,6 <Y <0,8 - peanmu3yeMOCTh YIpO3BI IIPA3HACTCS BEICOKOIL;
Y>0,8-peanuzyeMocTs yrpo3bl MPU3HAETCS OYEHE BEICOKOI.
Jlanee naercs oneHKa OMAaCHOCTH Kakaod yrpossl IIJIE mis WMCIIMn. JlanHas oneHka
HOCHT 3KCIIEPTHBIN XapaKTep M II0y9aeTcs IIyTeM OIIpoca SKCIIEPTOB B 00IacTH 6e30IaCHOCTH
uadopManuy. JlaHHas OIIEHKa UMEET TPH 3HAYCHHS:
HHU3Kas OMACHOCTh - €CJIM peajld3alllsd YTPO3bl MOXKET MPHBECTH K HE3HAYUTEIHHBIM
HEraTUBHBIM IIOCIIEICTBUAM Ui CyobekToB I1/]H;

CpenHssl ONAacHOCTh
rocueAcTBUIM il cyOnexToB 11/ H;

- CCJIH peaiM3alysd YrpOo3bl MOXKCET IIPHUBECTH K HETaTUBHBIM

BBICOKas- OIIACHOCTh - CCIH pealh3alusd YIrpO3bl MOKET IIPHMBECTH K 3HAYUTEIIHHBIM

HEraTHBHBIM IIOCIIECTBUSAM AT cyObeKkToB I1/TH.
Ilocrne mpocyeTa Beex IMOKa3aTenelt MPOM3BOUTCS OLEHKA aKTyalbHOCTH KaKIOH YIpo3hl
6esomacroctu I1Ja mpu mx obpaGorke B KCIIJIH ucxons W3 MAaTpHIEl, IpPHBEICHHAS B

Tabnune9.2:
Tabnuma 9.2-
IlokazaTesib OIACHOCTH YyIpo3bI
Marpuna pacuera
T TT— Huska Cpennss Beicokas
Huzkas HeaKTvyanbHast HeaKTValbHas AKTValbHAS
Cpennsis HEeaKTyaJlbHas aKTyaJbHAas aKTyaJIbHAs
Bricokast aKTyaJIbHasT aKTyalbHAs aKTyaJbHas
OueHb BEICOKAS aKTyasbHas aKTyaabHast aKTyanbHas

Ha ocHOBaHWH IIOTI0KEHUH MOIEINH YTPO3, MOIENH HAPYIIUTENd, JaHHBIX 00 HCXOIHOM
samumerHoctd MCTIIH (Y1), xoaddurmente peanusyemocts yrpossl (Y), BEpOSTHOCTH €
peannsanuu (Y2), a TakikKe SKCIEPTHOH OIEHKH OIIACHOCTH yIPO3EI, ONPENeNAeTCS aKTYalbHOCT
Kaxx[10# yrpossl 6esonacuoctr [1/1H, o6pabaTeaemerx B UCII/IH. (Tabmuma 9.3) Tabmuna9.3-

AKTyalsHOCTE yrpo3 6e3omacuocta I1)[g

Bepostroct |[Koadpdume| Onenxka Onenka
é\ﬁ[ Vrpoza Gezonacuoctu [1]1n b L OIRCHECTH. | ARTYaTRHOCTH
peau3alyy | Peali3yeMo|  yrpo3kl YTPO3HL
1. [Pasrnamenwe, mepeaada WK yrpara aTpuOyTOB 5 0,75 CpenHas AKTyanpHas
pasrpanndenus qocrtymna k UCITu
2. |HapymureHue mpaBHI XpaHEHHS aTPUOYTOB 5 0,75 HH3Kas AKTyanbHast
[Pa3sTpaHUYEHHUS JOCTYIIa K
VCIIu
3. |HecooGmmenue o hakTax yTparTl, 10 1,0 BBICOKAs AKTyanpHas
KOMIIPOMETAIIUU aTPUOYTOB pasrpaHHuEHUS
noctyna k UCITIu
4. BHeIpeHHe areHTOB B YHCJIO HEPCOHANA CHCTEMBI 0 0,5 BBICOKAS AxryanpHas
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5 . 2 0,6 BBICOKAsI AKTyanabHast
HecaHKIIMOHUPOBAHHBIH 3aITyCK -
TeXHOIOTHUECKUX IPOrPaMM, CIIOCOOHBIX IPU
HEKOMIIETEHTHOM HMCIIOb30BAHMH BBI3bIBATD
OTEPIO pabOTOCIOCOOHOCTH CHCTEMBI MU
OCYIIECTBILSIOIINX HEOOpaTUMBIC H3MEHEHHUS B
cucreMe (hopMaTHPOBAHUE HITH
pECTPYKTYpPH3aLHI0 HocHTeN el nHbopMaluH,
yAaleHue JaHHEIX U T.IL.)
6. [BBom omuOOYHBIX JaHHBIX 10 1,0 HU3Kas AXTyanbHas
7. |deictBusL ~ COTPYAHHKOB,  IPUBOLIIHE K 5 0,75 BEICOKAs AKTyanpHas
JaCTUYHOMY HJIA TIOJTHOMY OTKa3y CHCTEMBI MIIH
HapylIeHuI0 PaboTocmocoGHOCTH — alliapaTHBIX
I TIPOTPAMMHBIX CPEZICTB
8. [MrHOpHpOBaHHE OpraHH3alHOHHEIX 10 1 CpemHsIsL AxryanpHasd
orpanudenuii (ycTaHOBIEHHEIX IpaBui) [Ipu
pa6ote ¢ I1]]
9. |®usuueckoe pa3pyIIeHHe WM BEIBOJ 3 CTPOS 0 0,5 BBICOKAs aKTyanbHasd
BCEX MIIM OT/ENILHBIX HauOoee BaXKHEIX
kommorenToB UCII/x
0 0,5 HU3Kas Heaxryanpras
3aKyIIKH HECOBEPIICHHBIX, YCTAPEBIINX HIIH
10. |HemepcHeXTUBHBIX CPENCTB HHOOPMATH3AIINY U
UH()OPMAITOHHBIX TEXHOJIOTHIA,
11.  [Xumenue HocHuTeneH nudOpMAIHH, 2 0,6 BBICOKAsL
Copepxxamux I1JT AxTyanbpHasg
12. [Toxke, BHEIIHUHI HAPYLIIUTENID 2 0,6 BBICOKAs AKTyaupHas
13.  |Hesaxonnoe momnyuenue maporeit u Apyrux S 0,75 CpeaHid AKTyanbHasg
PeKBU3UTOB pasrpanudenus goctyna kK MCIITa
14. |Toxxe, BHEITHUY HAPYLIUTENIb 2 0,6 CpenHss AKTyanpHas
15. |HecankumoHHpOBaHHAS MOIA(PHUKAIHSL 5 0,75 BEICOKas
IPOTrPaMMHOT0 00eCIIEUEHHS AKTyanpHas
16. |Toxe, BHEIIHMI HapyILHUTEND 2 0,6 BBICOKAs aKTyaJbHas
17. [[Iepexsar I1]], mepenaBacMbIX IO KaHAJIAM CBSI3U 0 0,5 BEICOKAs AKTyanpHas
18. [Toxe, BHEMTHUM HAPYIIHUTEID 0 0,5 BEICOKAs AKTyaspHas
19. |[HecaHKIIMOHHUPOBAHHOE KOIIMPOBAHHE 5 0,75 CpeIHss AKTyasibHas
20. [Toxe, BHENTHUM HapyIIUTEIb 2 0,6 CpeRHs AxtyanpHas
21. |Yrenme ocTaTouHOM HHGOPMAITIH U3 0 0,5 HHU3Kas HeaxTyanpHas
OIlEpaTHBHOM NAMSTH U C BHEIIHUX
3armOMHMHAOIMX YCTPOUCTB
22. |Toxxe, BHEIIHMUI HapyIIUTEND 0 0,5 HU3Kas HeaxTtyanpHas
23. |HempeagnamepeHHOE 3apakeHHE KOMIBIOTEPA 5 0,75 HU3Kas AxTyasbHas
24. |[IpenqHamMepeHHOE 3apaXeHHe KOMIIBIOTEPa 10 1,0 HH3Kas AxTyajibHas
23, B . 5 0,75 BBICOKAs AxTyanbHas
MEILATENLCTBO B IMpoliece GyHKIUOHUPOBAHUS
VCIIJIH, ceTeit 00miero noab30BaHus C LEIBIO
HECAHKI[MOHHUPOBAaHHON MOAU(DUKAIIY JaHHBIX
26. |Toxe, BHEIMIHUHE HAPYIIUTEIb 2 0,6 BBICOKAs AKTyanpHas
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LEP

HecaHKIHOHUPOBAHHOE BHEAPEHUE U
HCIIONIE30BAaHHE HEYYTCHHBIX IIPOrPaMM, HE
STBITSTEOIIIMX CSL HEOOXOAMMBIMY JUIS BEIIONHEHMS
COTpPYIHMKAaMHK CBOHX CITy’KeOHBIX 00s3aHHOCTEH

10

1,0

CpemHsd

AxTyanbHas

28.

Toxe, BHSITHUN HapYIIUTEID

(9]

0,75

CPEIHSSL

aKTyaJIbHas

29.

HeyMBIIIIEHHOE TOBPEKICHAC BHEITHAX
KaOeTbHBIX CHCTEM CBSI3U

0,6

HH3Kas

HeaxTyanpHas

30.

BO3HHKHOBEHHE II0XKAapOB B HEIIOCPEACTBEHHOM
6IM30CTH K MOMEIIEHHUIM, B KOTOPBIX
O6pabateiBarotcs 1] u apxusam [1/] pesymprare
HEHMCIPABHOM SJIEKTPONPOBOIKY, HEHCIIPAaBHBIX
6e30IacHOCTH. TEXHHIECKUX CPEICTB HapyIICHUS
COTpPYHHMKAMHU IIPABUII IPOTHBONIOKAPHON
0e30macHOCTH.

0,6

BEICOKAasA

AxTyanpHas

31.

Paspylenue 3aHiH, OTIEIBHBIX HOMEIIEHUN

0,5

BEICOKAasA

AKTyabHas

32,

BO3HUKHOBEHHE CTUXUUHBIX 09aroB TI0KapoB

0,6

HHU3Kad

HeaktyaipHad

33.

ABapHH B cucTeMax DJICKTPOIMUTAHUA

0,75

HU3Kasd

AxTyanbHas

34.

ABapuy B CUCTEMaX OTOIUICHHS U
BOIOCHAOKEHHS B HEITOCPEACTBEHHON OIIM30CTH
K IOMeEIIEeHUIM, B KOTOpEIX O6pabaThIBarOTCs

[1]1 u apxuBam 111

N[O

0,75

CpemHssd

AxTyanpHasd







AOKYMEHT NOANUCAH
3JIEKTPOHHOW nNoanumcbeio

CBEAEHUA O CEPTUD®UKATE 30

CepTuchukat 659210494418358846796125042851991573012135821279
Bnageney MepMaHos JMUTpuid BuTanbesud

OedcTevTened C13.11.2024 no 13.11.2025



http://www.tcpdf.org

		2025-05-28T13:54:57+0500




