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«O6 yTBepKIeHNH [[0TUTHKY B OTHOIICHAH
opranu3anyy 06paGoTKA K 00ECTIEICHIT
6e30MacHOCTH MePCOHAIBHBIX JAHHBIX U
[TonmuTuky HHPOPMALHOHHON 6e3011aCHOCTH

B coorsercTsnu ¢ 3akonoM Ne 152-03 «O nepcoHabHBX JaHHBIX) OT 27 urons 2006 r.,
B CBS3M ¢ BCTYIUIEHWeM B JeficTBHe 3aKOHA P® Ne 273 or 29 nexabps 2014 r., B memix
oBeceeHys 3aMKMTEl TpaB H CBOGON dWenoBeKa W TPOKIAHMHA IPH o6paboTke ero
MepCOHANBHBIX JaHHBIX,

IMPUKA3BIBAIO:

1. Vreepauth II0MUTHKY MYHHIHIIATIBPHOTO 6IOHKETHOr0 YIPEKICHHS JOMIOTHATEIBHOTO
o6pazoparusi CyospBCcKas CHOPTHBHAL IIKOTNA B OTHOIIEHWH OpraHu3aruu o6paboTKu H
ofecreucHns 6e30MacHOCTH [EePCOHANBHEIX JAaHHBIX COTPYAHHKOB yUpeKCHUA, a TaKKe

ApECKSS

pTl‘!BHaH

JlupexTop: J1.B. I'epmanoB



«Y TBEPXKAAIO»
JIUpEKTOp MyHHIIUTIATEHOTO

INOJINTUKA
WH®OPMAIIMOHHOM BE3OINACHOCTHA
MYHHIHTIIAJIbHOTO OH/KETHOI0 YUpekAeHHU s
AOMOJTHHTEJIbHOT0 00pa3oBaHus
CyosipBckasi CIOPTHBHASA IIKO0JIA



1 OBIIIME ITOJIOXKEHMS1

Hactosmas IlonuTHKa SBIAETCS MOKYMEHTOM, OIPENefIOlMM HampaB/eHUS [EITeIbHOCTH B
obnactu obecriedeHns HMHGOPMAIMOHHON (€30MaCHOCTM M IPEACTaBNseT coboH CHCTeMaTM3MpOBaHHOS
M3I0XKEHUE Leslel M 3amad MHGOPMalHOHHONH 6e30MacHOCTH, KaK OJHO MJIM HECKONBKO MpaBWi, MPOLENYD,
TIPAKTUYECKHX TIPHEMOB U PyKOBOJIAIIMX NPUHIMIIOB, KOTOPBIMH pyKoBoACTByeTcs CyospBcKas CHOPTHBHAsA
IIKONA, @ TaKKe OpraHM3AlMOHHBIX, TEXHONOTMYECKMX M IIPOLEAYPHBIX acCHeKTOB obecrneveHus
uH(bOpMaLHOHHOH 6€30MaCHOCTH.

[Monoxenus HacTosmied IIONMTUKM HE PacrpoCTpaHsAIOTCs Ha obecneueHMe HMH(OPMAIMOHHOM
6€30I1aCHOCTH CBeJIeHU#, COCTABIAIOIMX FOCY JaPCTBEHHYIO TalHYy.

OcHoBHOM 3amayeli B obmactu  uHpopmauuoHHOH  OesomacHoctu  Illkoma  mpusHaeT
COBEPIICHCTBOBAHKE MEP U CPEJCTB 00ECIIeHeHNS 3alUTH HH(QOPMALMH MHOPMAIMOHHEIX pecypcoB LLIkobl
B KOHTEKCTE Pa3BUTHs 3aKOHO/IaTENbCTBa Poccuiickoit Delepaliil 1 HOPM PEryIMpOBaHHs HH(GOPMaLHOHHON
JeSTeTLHOCTH B TEKYILIUX YCIOBHAX (YHKIIHOHUPOBAHUA HHPOPMALIMOHHOTO MOJIA.

[lpu paspaborke IIONMUTHKKM YYMTHIBAIMCH OCHOBHBIC NPHHLMIIBI CO3JaHUA CHCTEM 3allUTBI
HH(pOPMALIMY, XApPAKTEPUCTUKM M BO3MOKHOCTH OPraHM3allHOHHO-TEXHUYECKMX MEp H COBPEMEHHBIX
IPOrpaMMHBIX U aIlllapaTHO-IIPOrPAMMHBIX CPEJCTB 3allUThl MH(pOPMAIIUHK.

B pamkax cBoeit mestenpHocTH Illkonma o6sA3yeTcd NpeANpPUHMMATh BCe BO3MOXKHBIC MEpPBI JULA
3aIUTHl HH(OPMALUHU OT YIpo3 6e30macHOCTH HHQOPMALIHH.

TpeGopanus HHGOPMALMOHHON GE30MaCHOCTH, COOTBETCTBYIOT LM JesarenbHocTH Illkoner u
NpeaHa3Ha4eHbl IS CHIDKEHHS PICKOB, CBA3aHHBIX ¢ peanusaluel yrpos 6esomacHocTy MHGOpMalUH.

IMonuTrka mocTymHa BceM paboTHUKaM LIKombl ¥ BCeM MOIBb30BATENSAM €TI0 PECYPCOB.

IEJIN U 3AJJAYUM OBECIIEYEHHS HH®OPMAITMOHHON BE3ONACHOCTH

Cy0bexThbl HH(POPMANNOHHBINH OTHOIICHAH

Cy6bexramu npu obecrieuenny uHbopMaronHol 6ezonacHocty B IIkone sBnsrorcsa: COTpyaHUKH

HIxomne! (B TOM YHCIIE YBOTIEHHBIE);

rpaxuane, paboTaronye Mo J0roBopaM IrpaxIaHCcKO-IIPaBOBOrO XapaKTepa;

(busrUecKye KA, TPEICTABUTEI KOHTPAreHTOB B paMKaX UCIIONHEHHUs JOTOBOPHBIX 0043aTe/bCTB;

dbusuueckue nuna, nogasiiue obpamieHue B aapec IIkomsr;

IOpUANYECKHE JMIA, B paMKax HCIIOMHEHHsA JOTOBOPHBIX O0A3aTENBCTB MM BO MCIIOJHEHUH
TpeboBaHuMii CO CTOPOHBI 3aK0HOAaTenbCcTBA Poccuiickon Oenepanuy,

OpraHbl rOCyJapCTBEHHOM BIIACTH.

O0bexTHI HHGOPMALMOHHBIX OTHOLIEHH

O6bexkTaMu HHGOPMALTMOHHBIX OTHOLIEHUH ABIAIOTCA:

anopmaironssle pecypcsl LIIkombr;

rocyaapcTBEeHHbIE HHPOPMALMOHHEIE cHcTeMbl OnepaTopoM KoTophix sABnsercs IIkona;

nporeccel 06paGoTku uHbOpManuu B HHGOpMAaLUMOHHBIX cucTteMax IlIkomsl, MHGOPMAaLMOHHBIE
TEXHOJIOTHH, PETIAMEHTHI M TIPOLIeTyphl cOopa, 00paboTKu, XpaHeH! U Nepefaul HHOpMaLy;

uHbOpMAIHOHHAS HMH(PACTPYKTypa, BKIIIOYAIONIas CHUCTeMbl 00paboTKM, XpaHEHHs M aHaJM3a
uHbOpPMalMK, TpPOrpaMMHbIE M INPOrpaMMHO-alllapaTHbIE CPEACTBA, B TOM 4YHCIE KaHalbl CBI3M M
TEIEKOMMYHHKALHUY;

CHCTEMBI ¥ CPEJICTRBA 3alIUThl HHGOpMAaLK, OOBEKTHI U IOMEIIEHHS, B KOTOPBIX Pa3MELLEHbI CPEACTBA
06paboTku HHPOPMALIUH.

enn o6ecneyennsi uHGopManHOHHOH 6€30MACHOCTH

OcHoBHO#M 1enbi0 obecmedeHus uHGOpPMAMOHHON Oe3omacHOCTH IIIKONBl SBIAKOTCA AEUCTBHA
HaIpaBJIeHbI HA JOCTIKEHUE 3aIUTHl CyOheKTOB MH(QOPMAIMOHHBIX OTHOIEHMH OT BO3MOKHOIO



HaHECEHHUs MM MaTepHaIbHOT0, (PH3UYECKOr0, MOPAIBFHOTO WITH HHOTO yiep6a, HOCpeCTBOM CITy4alHOro WiK
MpeIHAMEPEHHOTO BO3IEUCTBHS HAa HH(OPMALHIO, B TOM YHCIIE!

obecrieueHrs 0TKa30yCTOWYUBOrO (DYHKIIMOHHPOBAHUS MPOTrpaMMHBIX U alllapaTHO- MPOrpaMMHBIX
cpemncts LIIkomBl 1 IpeOCTaBIIEMBIX CEPBHICOB;

COOIFOIEHHMS MPAaBOBOTO PEXKMMA HCIIONIB30BAHUS MaCCHUBOB U CpelCTB 00paboTKN HH(OpMAaLUH;

MIpeIOTBPALICHUS PeaTH3aliK yrpo3 6e30macHOCTH HHGOPMALMHK NIPU OCYIIECTBICHUH AEATEIbHOCTH
ITkomsr.

3agaun obecnevenus: HHGpOpMANHOHHOH 6€30MaCHOCTH

HocTiwkeHne 1eneit obecnedenns HHPOpMaLUOHHON 6e30macHOCTH U CBOMCTB HMHpopManuy. 1kos
pemaeTcs CIeAyIONUMHU 3aja4uaMu:

3aIUTHl OT HECAHKIIMOHUPOBAHHOTO AOCTYIa K MHQOPMAIMOHHBIM pECYpcaM; pasrpaHUUYeHHs JOCTyna
MOJTb30BaTeliel K MHQOPMALIMOHHBIM, allllapaTHBIM, IPOrPaMMHBIM U HHBIM pecypcam;

PETHCTPAIMY ¥ TIEPUOANYESCKOr0 KOHTpONS JeHCTBUI Honb3oBaTenedl npu oOpaboTKe 3allHIaeMon
WH(OpPMAIMHU U IEPHOJUIECKUIN KOHTPOIIb KOPPEKTHOCTH UX AEHCTBHIA;

KOHTPOJIS LIEIOCTHOCTH CPEIBI UCIIONHEHHS IIPOrpaMM H €€ BOCCTaHOBJIEHHE B CITy4ae HapyIICHHNS;

obecrieyeHHsT  ayTeHTHQHWKAIIMA W WACHTU(DUWKAIIMKA  [IONI30BATENEH,  yJacTBYIOILUX B
HHGbOPMAIMOHHOM ofMeHe;

obecriedeHUsT UCIIPABHOCTH MPHUMEHSIEMBIX B HH(pOpPMAIMOHHBIX crucTeMax IIIKombl cpeicTB 3alUThI
uHbOpMaIUY;

CBOEBPEMEHHOIO BBIABIICHHE WCTOYHHKOB Yrpo3 06e3omacHOCTH HHGOpPMALMM, INPHYMH U YCJIOBHH,
CIIOCOOCTBYIOMUX HAHECEHHUIO yriepOa 3aMHTEePEeCOBaHHBIM CyOBeKTaM HH(OPMAIL[MOHHBIX OTHOIIICHHH;

CO3MaHheM CiyKObl MOHWUTOPHHTA M pEarupoBaHUs Ha Yrpo3pt 0e30MmacHOCTH HHGOpPMAalUU U
HEraTUBHBIE [TOCIIEICTBHIS,;

CO3MaHHEM YCIOBHU Ul MHUHPMH3AIMA HAaHOCHMOro yilepba HeNpaBOMEPHBIMH JCHCTBHAMH, H
yCTpaHeHHe MMOCIeCTBUN HapyeHns HH(GOpMaIHoHHO 6e3omacHocTH B LIIKoMmEL.

Pemenre BEIIIETIEpeYHCIICHHBIX 3a1a4 B [1Ikome ocymiecTBisIeTCa IOCPEACTBOM:

yueTa BceX MOAJIEKAIINX 3alIiTe HGOPMAIIMOHHBIX PECYPCOB;

KYpHATUPOBaHUS [EWCTBHM MEpCOHaNa, OCYIIECTBIAIOIIETO OOCTy)KMBAaHME H MOJU(DUKALIIIO
MPOTrPaMMHBIX U ITPOrpaMMHO-aINapaTHIX CPEACTB UH(OPMALIOHHBIX CUCTEM;

perjaMeHTalMid  mpoieccoB  obpaGotku  wH(opManwmm, gelictBui  paGotHukoB  IIIkobI,
OCYIIECTBIIAIONIMX 9SKCIUTyaTalliid IPOTrpaMMHBIX M IIPOrpaMMHO-alIapaTHBIX CPEJCTB, Ha OCHOBE
YTBEPIKIEHHBIX OPTraHH3aIlMOHHO-PACTIOPSIUTENHHBIX JOKYMEHTOB 110 3aIlUTe HH()OPMAIUY;

Ha3HAYeHWs W TOATOTOBKOW pabOTHUKOB, OTBETCTBEHHBIX 3a OpPraHM3allMI0 M OCYILIECTBIECHHE
MEpOTPHUATHH 1Mo obecredeHuo nHGopMaoHHoM 6e3zonacHocTH B 1lkorne;

HaJeleHus KaKOoro paboTHHKA MHHHMAJIBHO HEOOXOAMMBIMH MpaBaMH IIpH paboTre B
UHGOPMAITMOHHONW HHPPACTPYKTYpE COITACHO UX JOJDKHOCTHEIM 005A3aHHOCTAM;

¢ obmomeHus BceMHM pabOTHHKaMH, 3KCIUTyaTUPYIOIMIUMH M OOCITy)XKHBAIOIIMMH IPOrpaMMHEIE H
NpOrpaMMHO-aIapaTHble CPeiCcTBA, TPeOOBaHMM OpPraHW3aLMOHHO-PACTIOPAJUTENBHEIX JOKYMEHTOB IO
BompocaM obecriedeHus HHGOPMaLMOHHOH 6€30I1aCHOCTH;

repCOHAIbHOM OTBETCTBEHHOCTBIO KaXXIOro pabOTHHKA 3a CBOM AEHCTBHA, yHaCTBYIOLIEIO B paMKax
cBouX (YHKIMOHAJBHBIX OOsM3aHHOCTEM B IIpolieccax aBTOMAaTH3MPOBAHHOH 00paboTku HHpOpMaUMH U
HMMEIOIIEr0 TOCTYI K pecypcaM HHPOPMAIMOHHBIX CHCTEM;

peanuzalpeil TeXHONIOrHIECKHUX TPOIeccoB 06paboTKH HHGOPMALMHK C HCIIONB30BAHHEM KOMILIEKCOB
OpraHM3allMOHHO-TEXHUYECKMK Mep 3alldUTBl [POrPaMMHOrO OOECIIEYEeHHd, IIPOrpaMMHO-aNIIapaTHEIX
CPECTB;

MIPUHATHS Mep 110 00ECTIeUeHHIO (HM3UIECKOH LIET0CTHOCTH IIPOrpaMMHO-aIIapaTHEIX CPEICTB
WH(OPMAIIMOHHBIX CHCTEM H IIOIepyKaHHEeM HeOOXO0IUMOT0 YPOBHA 3alIMIEHHOCTH KOMIIOHEHTOB,;
MICTIONB30BaHMA IIPOrPAMMHBIX ¥ IPOTPaMMHO-aIIapaTHBIX CPEACTB 3aUTEl HHPopMaruy o6pabaTeiBaeMol
B [1Ikore ¥ aAMHHUCTPATHBHOM MOJIEP/KKOH MX HCIIONB30BaHH;



KOHTpONS COGIIONEHHs MONb30BATENIMU MH(GOPMAIIMOHHBIX CHCTEM TpebOBaHHMM IO obecneueHmIo
uH(OpPMAaLIMOHHOM 6€30I1aCHOCTH,

TIpOBe/IeHMs aHau3a 3(Q(heKTUBHOCTH IIPHHATHIX MEP 3aIUThl HH(pOPMALMK U IPUMEHAEMBIX CPE/ICTB
3amuThl vHGopManuy B 1llkone;

pa3paboTKU ¥ pealu3aluy MPEIIOKEHUH 10 COBEPUICHCTBOBAHUIO CHCTEM 3alUThI nHpOpMaLIMK B
IIxone.

3 [PUHIMIBI OBECIEYEHNS HH®OPMAIIMOHHON BE3OIIACHOCTH

Obecneyenre MHPOPMAMOHHOW 6€30MacHOCTH, AOKHO OCYIIECTBIATECS B COOTBETCTBHH CO
CIIeYIOIUMHU OCHOBHBIMU IIPUHIUIIAMHU:

IIpuHIHEN 3aKOHHOCTH

IIpu BEIGOpE MEPONPHATHH IO 3amuTe HHQOPMALMM, MJO/DKHO COONMIOAAThCS JCHCTBYOLEe
3aKoHOJaTenbcTBO Poccuiickoi Menepaiyu B chepe 3aIUThl HHPOPMALUH.

Bce paGOTHHKYM JOIKHEI MMETh MPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a IPAaBOHApYLIEHMA B Cepe
samuTel MH(OpMauuu. IIporpaMMHoO-aIIapaTHele CPEACTBA, NpuMmeHsemble B Illkone, MOUKHBI HUMETh
COOTBETCTBYIOILIME JIMLIEH3UH, ODUIIHAIBHO MPHOOpeTaThes Y NPeACTaBUTENEH Pa3pabOTYMKOB STHUX CPE/ICTB
WIH SBIISTHCS UHTEUIEKTYanbHOM coOcTBeHHOCTHIO [IIKOMIbL.

IIpuHUAD CHCTEMHOCTH

[Ipy CO3MaHMH CHCTEMBI 3aI[UTHl HOMKHBI YUMTBIBATHCS aKTyalbHBIE yrpo3bl Oe30MaCHOCTH
MHMOpPMAaLMK, BO3MOXKHbBIE OOBEKTBl W HAIpPaBICHHS aTak Ha Hee CO CTOpOHBl Hapyumrened. Cucrema
3aIUTHl IO/DKHA CTPOUTRCS C YUETOM HE TOJBKO M3BECTHBIX KAHAJIOB YyTEUYKH MH(DOPMALIUM, HO M C y4ETOM
BO3MOKHOCTH IOSIBJIEHHMS HOBBIX YA3BMMOCTEH B IPOrpaMMHOM 06ecIeueHuH.

IpuHIAD KOMIJIEKCHOCTH

KoMIuleKcHOE HCIONB30BAHHE CPEACTB 3alUThl MH(OpPMALMM MPEANonaraeT COIjJacOBaHHOE
IPUMEHEHre TP MOCTPOSHHM LIEJIOCTHOM CHCTEMBI 3alMTHI, MEPEKPBIBAIOIIEN BCE CYIIECTBEHHBIC YIPO3bI
GesomacHoCTH MH(OpMaIMK. 3aluTa JOJDKHA CTPOMTHCS 3IUEJOHMpoBaHO. DU3MUECKas 3alIUThl JOJDKHA
obecneunBaThes GUIMIECKUMU CPEACTBAMH U OPraHW3aLMOHHBIMU MEPAMHM.

IIpy TIOCTPOEHMH, BHEAPEHNH U SKCIUTyaTal[ul CHCTEMBI 3aIllUThl HHPOPMALMK PyKOBOACTBO I1IKoIBI
obecrieunBaeT ycioBHA i O(GGEKTHBHOM KOOpAMHAIMM [JEHCTBMM Bcex JIML, OOECIEYMBAIOIIMX
HH(OPMALIMOHHYIO 6€30T1aCHOCTb.

Ipunuun cBoeBpeMEHHOCTH

PaspaGoTka CHCTEMBI 3allUTHl MHGOpMAlLMM JOKHA BECTHCh MApajlleNbHO C pa3spaboTKod u
UH(POPMAIIMOHHOM CHCTeMBl. OTO IO3BONUT Y4YecTh TpeGoBaHMA O€30IaCHOCTH MPH MPOEKTUPOBAHUM
ApXUTEKTYpPHI M, B KOHEYHOM CHeTe, co3ath Oonee 3¢ heKTUBHbIe HHOOPMALMOHHbIE CUCTEMBI, 06/1a1ar0II1e
JOCTAaTOYHBIM YPOBHEM 3alIUIEHHOCTH.

Ipunnun npeeMcTBEHHOCTH

ITocToSHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3alIUThHl HH(GOPMALUM Ha OCHOBE NPEEMCTBEHHOCTH
OPraHM3allAOHHBIX M TEXHHYECKHX pEIIeHMH, KaJApoBOrO0 COCTaRa, aHamu3a (QyHKIMOHMPOBAHMA
MHGOPMALMOHHBIX CHCTEM U CHCTEMBI €€ 3all[UThl C Y4eTOM W3MEHEHUH B METO/a?: M CPEICTBAX IEepexBara
UH(pOPMAIIHH, HOPMATHBHEIX TpeGOBaHMI 110 3aluTe UH(QOPMAIUK.

IIpuHOKO JOCTATOYHOCTH

CooTBeTCTBME ypOBHs 3aTpar Ha obecnedeHue HHPOPMALMOHHON 0€30MacHOCTM M LIEHHOCTH
UHGOPMAIMOHHEIX PECYpCOB Ha BEJIMYMHY BO3MOMKHOTO ymiepba OT WX pasriallleHHs, YHUYTOXKEHHSA U
UcKaKeHus. Vcronp3yemMble MEPBI U CPEACTBA 3allMThl HHQOPMALUK HE JODKHBI YXy/IIaTh 3prOHOMUYECKHE
MOKA3aTe/I KOMIIOHEHTOB HH(OPMALIMOHHBIX CUCTEM.

IIpuHUIAD 0TBETCTBEHHOCTH

Bo3noxeHue OTBETCTBEHHOCTH 3a obecreyeHue Oe30macHOCTH HHpopMaluud U ee o6paboTku Ha
Ka)kIoro paboTHHKA B Mpefenax ero MoJHOMOYMM. B cOOTBETCTBUM ¢ 3TMM NPUHLIMIIOM PacIpe/ie/ICHUE MpaB
U 00s3aHHOCTEN PaGOTHMKOB CTPOUTCS TaKUM 06pa3oM, 4ToOBI B Ciiydae Mo00ro HapyueHHus ObUl U3BECTEH
HAPYIIUTEb.

Hpunnun 060CHOBAHHOCTH ¥ TEXHHYECKOH pean3yeMoCTH



HudopMalMoHHbIe TEXHOIOTHH, TPOrpaMMHBIE M TIPOTrPaMMHO-aIIapaTHBIE CPENCTBA, MEPHI 3aIlUTEI
UHGOPMAIIMK [JODKHBI OBITH pEaM30BaHBI II0 COBPEMEHHBIM PEIICHUSIM, OOOCHOBAHBI C TOYKHM 3PEHHA
JOCTI/KEHHUS 3aJaHHOTO YPOBHS 3aIIHIIEHHOCTH HH(POPMAIMK ¥ S3KOHOMHYIECKOH LeJ1eco00pasHOCTH, a TaKiKe
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeOOBaHHUAM M0 6€301aCHOCTH HHPOPMaLIUH.

IlprHIHAN HIpodeCcCHOHATN3MA

Peaym3zarus Mep 3aluThl WHGOPMAIMKM M SKCIUTyaTalldsd CPEACTB 3aIUTHl MHGOPMAIMH MOJDKHA
OCYIIECTBIATHCS MPOECCHOHANBEHBIMY CIIEL[UATACTAMH.

[MpuBredeHre CrEHAIU3NPOBAHHBIX OpraHU3alMii K pa3paboTKe CPEeJCTB U peau3alliy Mep 3allUThl
uHGOPMAIMY, TOATOTOBICHHBIX K KOHKPETHOMY BHAY IEATENBHOCTH IO obecredeHHo Oe30MacHOCTH
WH(OPMAIMOHHEIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHYECKON paboThl U JIMLIEH3HH Ha TPaBO OKa3aHHs yCIIyT
B 3TOM o6nacTu.

IIpuHOAN MAHEMH3ANHE NPHBHJIETHI MO/Ib30BaTeeH

OGecneyenre MOIB30BaTEEN MPUBWIETHAMA MHHHAMAIBGHO IOCTATOYHBIMH JUIS BBIIONHEHHA HMH
CBOMX JIOJKHOCTHBIX o0s3aHHOCTeH B LlIkome.

4 OCHOBHBIE TPEBOBAHWUS 110 3AINUTE NTHOOPMAIINNA
OI'PAHUYEHHOI'O JOCTVYIIA

Cuctema 3aluTel HHQOpPMALMM [JODKHA IIpedycMaTpUBaTh KOMIUIEKC OpraHM3alMOHHEIX,
IPOrPaMMHBIX W TIPOrpaMMHO-alIIapaTHBIX CPEACTB W Mep M0 3aluTe HH(OpMalMu B IpOLECCEe &€
06paboTKH.

BeimonHenue Tpe6GoBaHUi qOCTHUTaeTCs 3a CUET peayii3alui Ha o0BbeKTax MHQOpMaTH3alMU Mep 110
3aITUTE HHPOPMALIH:

UIeHTHDUKAIMN U ayTeHTUQHUKALMH CyOBEKTOB JOCTYTIa 1 00BEKTOB JOCTYTIa;

YIPaBJICHHUIO JIOCTYIIOM CYOBEKTOB IOCTyTa K 00BEKTaM JOCTYIIa;

OTPaHUYEHHIO IPOTPAMMHOU CPEIbl; 3al[UTe MAILIMHHBIX

HOCHTeJIeH epCOHANTBHBIX JaHHBIX; PETUCTpallii COOBITHHI

6e30MacHOCTH; aHTUBUPYCHOM 3aIIuTe, 00HAPYKEHHUIO

BTOPKEHHH;

KOHTPOJTIO (aHAJIM3Y) 3aIHUIIEHHOCTH MIEPCOHATBHBIX JAHHBIX; 00€CIIeUeHUIO LIEJIOCTHOCTH

HUH(DOPMAITMOHHON CHCTEMBI U EPCOHATBHBIX JaHHBIX; 00€CTIEYEHHIO TOCTYITHOCTH

TIepPCOHAJIBHBIX JaHHBIX; 3aIIUThI CPEIbl BUPTYAIH3ALHH; 3aIIUThl TEXHUUECKUX CPELICTB;

3aIIUTHl HHGOPMAIIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBS3H U NIEpeJayul JaHHEIX; BEIABICHHUIO

HHIWJICHTOB U pearipoBaHue Ha HUX;

yIIpaBJICHUIO KOHQHTypanuedi HHGOPMAILMOHHONH CHCTEMBI M CUCTEMBI 3alllUTHl IEPCOHATBHBIX
JTAaHHBIX.

[Ikona, kak o6magaTess HHOOPMAIIMHA OTPAHUUEHHOI0 JOCTYIIA, IIPY OCYILECTBIIEHUH CBOMX IIPaB
0053aH0:

cobJro1aTh NpaBa ¥ 3aKOHHBIE HHTEPECH! MHBIX JIUII;

NPUHAMATH HEOOXOIUMBIE MEPBI 10 3aIlIUTe HH)OPMALHK;

OrpaHMYMBaTh NOCTYI K WHGOpPMALMH, €CITH Takas 00A3aHHOCTh YCTaHOBJIEHA 3aKOHOAATEJBECTBOM
Poccutickoit @egepaiyy.

B tom umcie I1llkonma, BIpaBe €cCiM HHOE HE MPESTYyCMOTPEHO 3aKOHOAATENBCTBOM Poccumiickoi
Oenepaiuu:

paspelaTh WM OTpaHWYMBATH JOCTYIl K MHGDOPMALMH, ONPENESTh IOPSANOK W YCJIOBHA TaKOro
JOCTYyIa;

UCIIO/B30BaTh HH(OPMAIIHIO, B TOM YHCJIe PACIIPOCTPAHATE €€, II0 CBOEMY YCMOTPEHHIO; NepeaBaTh
MHGMOPMALIUIO APYTUM JIMLaM Ha yCTAHOBICHHOM 3aKOHOJATENbCTBOM Poccuiickoi Dezepalii OCHOBAHUH;



3aIUIIATh YCTAHOBNEHHBIMM 3aKOHOJATenbcTBOM Poccmiickod ®exepanuu crioco6amu  CBOM
mpaBa B Cly4ae HE3aKOHHOTO IOMy4eHHA MHQOPMALMM WM €¢ HE3aKOHHOIO HCIONb30BAHMA HMHBIMH
JIULAMHU

OCYWIECTBNIATh HMHbIE MAeMCTBMA ¢ uHGbOpMaLMed MM paspelars OCYIISCTBICHHE —TaKuX
NEeHCTBUM, €cnM OSTW JAEHCTBHS He TpPOTUBOpedaT (elepajibHbIM 3aKoHAM M JIPYyr¥M HOPMaTHBHO-
npaBoBEIM aktaM Poccuiickor @enepanyu.

Bammra ~ MHGOPMAlMM  OrPAaHMYEHHOTO  OOCTYNa  MHpeAcTaBnieT  cobGod TPUHATHE
OpraHU3aLMOHHBIX ¥ TEXHHIECKUX Mep, HAIPABJICHHBIX Ha!

cobmonenre KOHOHUOCHIMANPHOCTH HMHGOpPMaLMu (MCKIIOYEHME HENPaBOMEPHOrO  JOCTYyMa,
KONMPOBaHWUsL, PEIOCTaBICHUS WM PACIIPOCTPaHEeH)A HHDOPMALIMK);

obecriedeHde LEIOCTHOCTH HH(pOpManuu (MCKIIOYEHHE HENPAaBOMEPHOIO YHHUYTOKEHHS WM
MOoauGHUIPOBAHHUS UH(OPMALHH);

peaTu3alMIi0 TpaBa Ha OOCTYN K HH(OpMAluMy (MCKIIOYEHHE HENMPaBOMEPHOrO OIOKUpOBAHUS
UHGOpPMALIUH).

CpenctBa 3amuThl HMH(OPMALMM BHEAPAIOTCA IO pPEe3yJIbTaTaM IPOBEJAEHUS OLEHKH pPHUCKOB
nHGOopMaLMOHHON 6€30I1aCHOCTH.

Oprauu3anus 3aMdThl HHQOPMaN U

IIpu oprauusauuu B LllKome 3amuThl HHGOPMALMM, JODKHBI BBIIONHATECA —TpeGoBaHMs
®epepanbHoro  3akoma ot 27.07.2006 Ne  149-®3 «O6  uHbopmauuy, HHGOPMALMOHHBIX
TEXHONOTMAX W O . 3amuTe HMHGOPMAIKM», KOTOPble pPEryJupyloT OTHOLUEHMH, CBS3aHHBIE C
YCTAHOBJIGHHEM, HM3MEHEHMEM U TpeKpalieHHeM pekuMa obpaboTku 3amumaemMod uHdopmauuu. B
TOM uKcie TpeboBaHMA O 3ammrTe MHGOpPMALMM, HE COCTABILIOMIEH TIOCYAApCTBEHHYIO TalHy,
comepxcaieiics B TOCYJapCTBEHHBIX  MH(GOPMALMOHHBIX  CHCTEMax  YTBEPXKIEHHBIE  MPUKA30M
®CTIK Poccun or 11.02.2013 Ne 17 «O6 yreepxkaeHuut TpebGoBaHMI O 3aliudTe HMH(POpPMAlUH, HE
COCTABJIAIONIEM TIOCYJApCTBEHHYIO TaifHy, cofep:kamieidici B TOCYAapCTBEHHBIX HHGOPMAILIMOHHBIX
CHCTEMAx» Ui TOCYJapCTBEHHBIX HHGOPMAIMOHHBIX CcHcTeM 10 KotopeiM Illkoma  sBnsercs
OmnepaTtopoM.

B IlIxome MOMHMO peau3aliid OCHOBHBIX Mep 3allUThl MHGOPMALMY OCYLIECTBIIIETCS:
peryiifpHas OlleHKa M YIIpaBJIeHUe prucKkaMu HHGOpMallMOHHON 6€3011aCHOCTH B COOTBETCTBHHU
C YCTaHOBJICHHBIMH MPOLIEAYpaMU B 00J1aCTH yIIpaBICHUS PUCKAMU;

uHpOpMHUpOBaHUe, OoOydeHHe U TOBBILIEHWE KBaiudukaimu pabotHukoB Illkonel B cdepe
uH(pOpMaMOHHON 6€30MaCHOCTH;

METOQMYECKass  [OMOIIp  pabOoTHHKaM B Bompocax — obecmedeHws — MH(OPMAlMOHHON
6e30MIacHOCTH;

JIMAITA3 U TOUCK BO3MOYKHOCTEH IO TIOBEBILISHHIO YPOBHS 3al[UIIEHHOCTH UHOPMALIUH.

s opraHuzaimu  3amutel uHGopmarmu, Illkoma BIpaBe NIPUMEHATh CPEACTBA M METOMBI
TEXHUYECKOM  3amMThl,  NpeANpUHAMAaTh  Apyrde, HE  [POTUBOpEHallMe  3aKOHOJATENIbCTBY
Poccuiickoii @enepanivy, MepEI.

B pamkax ofecmeueHus 3alluThl HH(QOPMAIMH, B paMKaX TPYJOBBIX OTHOIIEHHH HEOOXOAUMO
O3HAKOMUTH MO POCIHMCh PabOTHUKOB, IOCTYNl KOTOPBIX K HMH(OpPMAIMK OTpaHUYEHHOrO JOCTYIIa,
HeoOXOAMM IS BBIONHEHMS WMH CBOMX [OJDKHOCTHBIX 0OS3aHHOCTEH, ¢ IepeyHeM HH(OpMaLuu
OrPaHUYEHHOTO JOCTYMA, U MPUHATHIMY B [1Ikone MepamMu 3aluThl HHGOPMALMH.

Oco0eHHOCTH 3aIIATHI NEPCOHANBHBIX JAHHBIX

I[Tpu opranmzaruu 06pabotky B I1IKone nepcoHaNbHEIX JaHHBIX HEOOXOIUMO PyKOBOACTBOBAThCS

Tpeboranusmu DepepanbHoro 3akoHa ot 27.07.2006 Ne 152-03 «O
MEePCOHATBHBIX TaHHBIX).

[epeueHs Mep, BEIMOTHEHHE KOTOPBIX obecneynBaet [llkona B KauecTBe oneparopa
TIepPCOHAIBHBIX JAHHBIX, JOJDKEH BKIIIOYATh!

Ha3HaueHue B [1IKone OTBETCTBEHHOTO 32 OpraHu3aLuio 00paboTKH NMepcoHaNbHBIX JaHHBIX;
pa3paboTKy JOKYMEHTOB, OIPEeIIOIMX IIPABIUIa B OTHOIIEHUH 06paboTKH epCoOHaIbHBIX
naHHbx B [1Ikoma, ToKanbHBIX aKTOB MO BOIpocaM 00paboTKK MepCOHANBHBIX IaHHBIX;



MPYMEHEHHE OPTaHU3aI[FIOHHbBIX M TEXHHYECKUX Mep 1o obecnedeH o 6e30acHOCTH NEPCOHE JBHBIX
JAHHBIX B COOTBETCTBUM cO cTaThel 19 DenepanpHoro 3akoHa ot 27.07.2006 Ne 152-03 «O mepcoHaNbHEIX
JaHHBIX;

BBITIOTHEHKE - TpeOOBaHUH IO COCTaBy U COJEP/KAHWIO OpraHM3al[MOHHBIX M TEXHHUYECKHX Mep IIO
obecriedeHHI0 GE30TMACHOCTH TEPCOHATBHBIX JaHHBIX NpU HX 00paboTke B MHGOPMALMOHHBIX CHCTEMAax
TIePCOHATBHBIX HaHHBIX yTBepKAEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrrep:xaeHun
COCTaBa W COJEP/KaHUS OPraHM3ALMOHHBIX M TEXHMYECKMX Mep 10 ofecneueHH0 0e30MacHOCTH
MEPCOHAJIBHBIX JaHHBIX NPU UX 00paboTke B HHPOPMALIMOHHBIX CUCTEMAaX [IEPCOHAIBHBIX JaHHBIX);

OLIEHKY Bpela, KOTOPBI MOXKET OBITh NPHYMHEH CyOBeKTaM INEPCOHAJIBHBIX JAHHBIX B ClIydae
HapymeHus DenepanpHoro 3akoHa Ne 152-@3, cooTHOLIEHHWE YKa3aHHOTO BpeJa W TPUHHAMAaeMBIX
OlEpaTOpPOM Mep, HAalpaBIEHHBIX Ha oOOecredyeHue BBINOMHEHUS O0S13aHHOCTEH, TNPeIyCMOTPEHHbIX
OenepanbHbIM 3aK0HOM Ne 152-D3;

O3HaKOMJIeHHe paboTHHKOB 11IKOMBI, HEMOCPEACTBEHHO OCYIIECTBIAIONMX 00paboTKy NepcOHaIBHBIX
J@aHHBIX, C TOJIOJKESHUSIMHE 3aKOHOaTeNbecTBa Poceutickoit @enepanuy 0 NEpCOHAIBHBIX JaHHBIX, B TOM YHCTIE
TpeGOBaHMAME K 3aIlUTe IIEPCOHANBHBIX IaHHBIX, JOKyMEHTaMH, ONpeaensiomumMu Tpeboanus IlIkomer B
OTHOIIEHUH 06paGOTKH MEePCOHATLHBIX JAaHHEIX U 00yHdeHHe, IpH He0OXOAUMOCTH, yKa3aHHBIX pPaOOTHHKOB.

O6ecnevenne 6€30MacHOCTH ITEPCOHATBHBIX JaHHBIX JOCTUTAeTCs, B YACTHOCTHU: ONPe/ieNIeHHEM yrpo3
W HapyIuTenel 6e30NacHOCTH MEPCOHATBHBIX TaHHBIX IIpH MX 00paboTke B MHMOPMAILHOHHBIX CHCTEMaX
NIEPCOHANIBHBIX JaHHBIX;

OTIPEIE/ICHHEM YPOBHs 3aIIMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM C TpeOOBaHUAMH
[Tocranoenenus IlpaButensctBa Poccuiickoit ®@emeparmu ot 01.11.2012 Ne 1119 «O6 yrBepxaeHHU
TpeGoBaHHMH K 3al[WTe MNEPCOHATBHBIX MAHHBIX IpH UX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
MEPCOHATBHBIX JaHHBIXY;

MpHMEHEHHeM TPOLIEANINX B YCTAHOBICHHOM IOPSAKE MPOLEAypy OLEHKH COOTBETCTBHS CPEICTB
3alUThl HHHOPMAaLWY;

OLEHKON 5(QEeKTHBHOCTH NPUHUMAEMbIX MEp IO 3allWTe IEePCOHANPHBIX [JaHHBIX [0 BBOJA B
9KCILTyaTaIHo0 HHHOPMAIIMOHHOHM CUCTEMBI IEPCOHAIBHEIX JaHHbIX;

BOCCT@HOBJIEHHEM MEPCOHATBHBIX JTAaHHBIX, BCJIEACTBHE IOMY4YeHHs HECAHKIHOHUPOBAHHOIO JOCTYIIA
K HUM;

YCTAHOBJICHHEM TIPaBMII JOCTYTA K MEPCOHATBHBIM JAaHHBIM, 00pabaTeiBaéMbIM B MH(OPMALHIOHHBIX
CHCTEMaX IepCOHANBHBIX IAHHBIX, a Ta €Xe OOEeCleYeHHeM pEeTrHCTpallid M Yy4eTa BCEX JEHCTBHI,
COBEPILAEMBIX C IIEPCOHATBHBIMU JaHHBIMU B HH()OPMAIIMOHHBIX CUCTEMaX IIEPCOHANIbHBIX JaHHBIX;

KOHTPOJIEM 3a IMPUHUMAaEeMBIMH MepaMy II0 3al[UTe EPCOHAIBHBIX JAHHBIX U OMPEIeICHHOTO YPOBHU
3aIUIEHHOCTH HHOPMAILMOHHBIX CHCTEMAX NIEPCOHAIBHEIX IAHHBIX B IIPOLIECCE €€ SKCILTyaTall|H.

S OCHOBHBIE TPEFOBAHMS K IIPONECCAM OBECIIEYEHWA
HH®OPMAITMOHHOM BE30ITACHOCTH

MeToaHuecKoe PYKOBOJCTBO, paspaboTKy pelIeHHH Mo 3aimuTe HHGOopMaLuH, CoriiacoBaHKe BEIOOpa
CpPECTB BEIUHCIHTEIBHON TEXHUKHY, IPOrPaMMHBIX U IIPOrpaMMHO-aNINapaTHEIX CPEICTB 3alliiTa
UH(QOPMAIHH, OpraHU3aliio paboT MO BEIABICHHUIO BO3MOKHOCTEH M NPEAYNPEKICHUIO YTEUKH U CBOMCTB
3alMIaeMoil HHGOpPMaIHH, aTTeCTalu0 00 BEKTOB HHMOPMATHU3ALMH OCYIIECTBILIET aAMAUHUCTPALV
IIIxoel,

du3ngeckas 0e30MACHOCTD - IPUHATHIE OPraHU3ALMOHHBIE U TEXHUYECKUE MEPEI 10 3all[1Te
nomeriennit [IIKonsl, cepBEPHOro ¥ KOMMYTAHOHHOTO 060pyJ0BaHUS, aBTOMAaTH3UPOBAHHBIX PabouMX MeCT
nosp3oBarenei HHpopMaroHHbIX crcTeM [1IKonbr oGecieunBatoT peanru3alyio CIeAyIIUX Mep II0:



pa3srpaHMYeHHIO JOCTyIa PaGOTHUKOB B moMelenus 11IKombl B COOTBETCTBHH C MX TOTHOMOYMAMHU K
JOJKHOCTHEIMHU 0053aHHOCTAMUY,;

perucTpamyy GakToB BXOa paGOTHUKOB B IIOMEIIEHUS B KOTOPBIX BeAeTCs 00paboTKa NepCOHANBHBIX
JaHHBIX;

KOHTPOJHUPYEMOMY MPEGHIBAHMIO MOCTOPOHHMX Jiull B IllKone B MOMEIIEHHS, B KOTOPBIX BEAETCA
06paboTKa MHGMOPMALMK OPAHAYEHHOTO JIOCTYNA M Pa3MEIleHbl annapaTHBIE CPEACTBA WH(OPMALMOHHON
CHCTEMBI;

OpraHM3aIliH PeskMa KOHTPOIUPYEMOTO BHOCA/BEIHOCA CPeICTB 06paboTKU HHPOPMALHHL.

Iomemenus 1Kkonsl HOLKHEI ObITE 000PYIOBAaHBI JETEKTOPAMM OTHA M JAbIMA, OTHETYIIUTE/ISMU,
CHCTEMAaMH KOHIMIMOHUPOBAHHUS BO3LyXa, CPEICTBAMU OXPAHHO-NIOKAPHOM CUTHATM3AIMH.

OCHOBHOE CEpBEPHOE M KOMMyTalpoHHOe o6opygoBaHue IIKOIEI AOWKHO OBITH 3alIMINEHO OT
nepeGoeB B IOfa4e BJEKTPOSHEPTHH IIyTeM IOAKIIOYEHHA K JJIEKTPOCETH ¢ NMPMMEHEHMEM HMCTOYHHMKOB
Gecrepe6OMHOro NHMTAHMS M PE3EPBHOrO Ou3enb-reHepaTopa. Mcrounmku GecrepeGoMHOrO MUTAHUA
HeoOXO0IMMO PEryJIPHO TECTUPOBATE U IPOBEPSTH YIOIHOMOYEHHEIM paboTHHKaM [1IKO/BI B COOTBETCTBHM C
pPEKOMEHAALMAMY [IPOU3BOJUTEI.

[TopTaTUBHEIE TEXHUYECKHE CPEACTBA He JOJDKHBI OCTAaBaThCA 32 MPEe/laMi KOHTPOIUPYSMOH 30HbI
IIxosel 6€3 KOHTPOIS CO CTOPOHBI paboTHUKOB IIKOMIEL

Be3onacHocTh Ha paboueM MecTe

3anpelnaeTcs BECTH 3allUCh Naposiel B OTKPHITOM BH/IE HA MATEPUATIBHBIX HOCHTENS, 38 HCKIIIOUECHUEM
CIIy4yaes, perlaMeHTHPOBAHHBIX METOJOB XPaHEHHM.

JIOKyMEHTBl M HOCHMTENM C WH(pOpMAlKell OrpaHHYEHHOTO JOCTyNa JOJUKHBI yOupatbes B
omeyaThiBaeMble MecTa (ceidbl, mKadbl U T.IL.), IpU yxofe ¢ pabouero Mecta. Ha aBroMarusupoBaHHOM
pabouem Mmecte [lonb3oBatens pabodas ceccys HOIKHA OBITH NpepBaHa, paboduii cron 3abnokupoBaH. Bxox
IOJIB30BATEN B CUCTEMY HE JIOJDKEH BBITIOHATHCSA aBTOMATUYECKH.

JIOKyMEHTEI, cofepamye WHGOPMAIMIO OIPAHUYEHHOTO AOCTYNA, MO/DKHBI Cpasy HM3bIMATBCS U3
IIEUaTaOIINX YCTPOoiCTB. [t yTWIM3aluMM KOHGHMIECHIHMAIBHBIX JOKYMEHTOB, MO/DKHBI HMCIONTB30BATHCSA
YHUUTOXKUTENM JOKYMEHTOB He HIDKE 4 YpOBHA IO CTaHAapTy O0€30macHOCTH, NpPUMEHSIEMOMY K
YHHUUTOXKHUTESIM JOKYMEHTOB.

I[Ipy KCIONB30BAHUM MOOGHIIBHBIX TEXHHYECKHX CPEeICTB HEOOXO0AMMO cOOMI0AaTh JONONHUTEIbHBIE
Mephl IO pEerjiaMEHTAMM M KOHTPONIIO MCIOJB30BAaHHA B MH(QOPMALMOHHOM CHCTEME MOOMIIBHBIX
TEXHUYECKUX CPEICTB.

HaxoxieHne npeacTaBuTeNeil IOpHIMYecKrX JIML] B pAMKaX UCIIOJTHEHHUS JOTOBOPHEIX 00S3aTENBLCTB B
TIOMEIEHNUAX B KOTOPHIX Bemercs 06paboTka WHGOPMALMK OrpaHWHYEHHOro JOCTyNa HH(MOPMALMOHHOM
CHCTEMBI, BO3MOMKHO TOJIBKO B COMpPOBOXKAEHMM paboTHMKa Illkonmbl AommylieHHOro 10 oOpabOTKM Takoh
UH()OPMALIUH.

PasmMeleHle TEXHUYECKUX CPEICTB BhIBOJa MHGoOpMauuu B nomemleHusx Lxomel mpousBoguTcs ¢
Yy4ETOM HCKIIFOYEHHS BO3MOXKHOCTH BH3YaJbHOIO IIPOCMOTpa MHGOpMAlMM IIOCTOPOHHMMH JIMIAMH M
paboTHUKAMH, He TOMYIIEHHBIM K pafoTe ¢ AaHHOH HHpOpMalUeH.

TexuudecKre CpencTBa ODKHBI pasMelaThcs W XPaHUTHCS TakuM 00pa3oM, YTOOBI COKpAaTUTh
BO3MOJKHBIN PHCK MOBPEKICHUS ¥ YTPO3bl HECAHKLIMOHUPOBAHHOI'O IOCTYTIA.

TeXHHYecKoe o0c/Ty:;KuBaHUe 000py10BaAHUSA

TexHu4yeckue cpenctna LLIKonbl JOMKHBI IPOXOAUTE Ha PETYIIIPHON OCHOBE CEPBUCHOE
o6cITyKMBaHHE B COOTBETCTBHM C PEKOMEHIALUAMH [IPOU3BOAUTENEH 000pyJ0BaHM.

PEMOHT U CepBHCHOE 00CITyKMBaHKE 000PyJ0BaHKA OUKHBI BBIIOIHATBCS TOJIBKO
KBaJTH(QHULIMPOBAHHBIMH CIIELIAAIUCTAMHU.

TeXHUYECKoe o0cmyKuBaHue 000pyIORAHUS CTOPOHHUMH OPraHM3alUAMU He JOJDKHO IIPUBOIUTE K
PHCKY HapyIleHHs KOHGHASHIMATEHOCTH 3aluaeMoit HHbOpMalyy, B3aHMOAeHCTBHE ¢ TPETHbHMH
JIHIAMH



B mensx obecnedenus nHbopmarmonHod Ge3onacHocTH LIIKONEI MpY B3aHMOACHCTBHH C TPETHHMHU
JMLIAMH JOJDKHO BBITIONHATE CIIEAYIOMINE MEPOIIPUATH T10:

3aKTIOYEHMIO COITIAIEHHs O HepasralleHnd WHGOpPMalliK OrpaHMYeHHOro JOCTYIa MONYyYEHHOW B
XOJI€ UCTIONTHEHHS IOTOBOPHEIX 0053aTENbCTB;

OCYILECTBJICHHIO KOHTpPONS 3a JEHCTBHAMHM IIPEICTaBUTENICH KOHTPAareHTOB B  IIpeAeiax
KOHTpoupyemoii 30HsI I1Ikomb.

Y npaBiienne KH3HEHHBIM MHKJIOM HHGOPMANMOHHBIX CHCTEM

MeponpusTis B NPOLECCE KUIHEHHOTO LMK HH(POPMAIMOHHBIX cucTeM Illkomsl AOMKHBI GBITH
HaIpasjieHbl Ha O0ecTieueHne 3allUThl HHOPMAIMH IIPX BBOJE B JEHCTBUE, SKCILTyaTaIlUH, COTIPOBOXKICHUN
U MOJICPHHU3AIINH, BBIBOJIA U3 HKCILTyaTalliH.

OcHoBaHKEM TIpH pa3paboTke WHPOPMAIIMOHHBIX CHUCTEM JOJDKHEI ABJIATHCS PENICHHs NPHHATHIC Ha
cragui  (GopmupoBaHHsI TpeGOBaHMH, conepxamue TpeGOBaHMA B TOM YHCIE II0 CHCTEME 3alllUTHI
uHpOpMaLUH.

JIro60oe IIaHUpyeMOe K BHEIPEHUIO N3MEHEHHUEe HH(OPMALIMOHHOM CHCTEMBI IIPEIBAPUTEIBHO JIOKHO
GEITH IIPOAHANM3UPOBAHO HA COBMECTUMOCTH M OTCYTCTBHE HApYIIEHHH PaGOTOCIIOCOGHOCTH CHCTEMHBIX
KOMIIOHEHTOB B TOM HHCIIE CPEJICTB 3alllUThl HHPOPMALUH.

PaGoTEI TI0 MOJEPHU3AIMK WHGOPMAITMOHHON CHCTEMBI, B TOM YHCIIE [0 YCTAHOBKE IIPOrPaMMHOIO
obecrieueHrs ¥ OOHOBIICHMH, JOJDKHEI IIPOBOAUTECA B HepaGouee BpeMs WIHM BpeMs HaMMeHbIIeH paboduei
HarpysKH.

ITpu BEIBOJIE M3 SKCILTyaTALMH HHGOPMALFIOHHBIX CHCTEM JO/DKHO 00€CIIeYMBaThLCs rapaHTHPOBAHHO®
ynanenue o6pabGaTbiBaeMol U XpaHUMOM B HUX MH(OPMALMH C HCIIONIB30BAHUEM CPEJICTB TapaHTHPOBAHHOTO
YHWYTOKEHNS MH(QOPMALIMH WK yTeM (HU3HIECKOr0 YHHUTOKEHIA HOCUTENEeH HHQOpMALWH.

Bcee mporemypsl ofecriedeHus 3aluThl HHGOpMAIWH, ycTaHOBIEHHbIe B Illkoie B OTHOLICHAW
HHGOPMALMOHHBIX CHUCTEM, MOJDKHBI BBINONHATBCA M KOHTPOJIMPOBATBCS OTBETCTBEHHBIMH JIMIAMH 32
OpraHu3aLHio paboT MO 3alUTe HHHOPMALIUH.

KonTtponas goctyna k HHGpOpManHOHHBIM CHCTEMAM

Bee paboruuku Ilkonmsl, nomymeHHsle K pa6oTe ¢ MHGOPMALMOHHBIMH CHCTEMaMH HECYT
NEPCOHANBHYIO OTBETCTBEHHOCTD 32 HAPYIIEHHS YCTAHOBIEHHOIO Nopsaka 06paboTky MH(OpMaIUH.

VpoBeHb MMOJTHOMOYHIA TONB30BaTeNs B HHGOopMaLoHHOH cucTeMe LIIKona TO/DKEH OnpeeniTses B
COOTBETCTBHH C €TI0 JOJDKHOCTHBIMH 0043aHHOCTAMM.

Jloctyn mone3oBatenedl k HHbOpMArMoHHEIM cucteMaM IIIKonbl JODKEH KOHTPOJNHPOBATHCS
aJIMHHHCTPATOPOM WH(OPMAIIMOHHOH CUCTEMBI.

OcyIecTBIeHHEe  PEryJsIpHOTO  KOHTPOMS  BBINOIHEHMS  OpraHM3alHOHHO-PAaCTIOPSIUTENBHBIX
JIOKyMEHTOB, KacatolUXCst perfiaMeHTalky 1oiycka paboTHHKOB [1Ikona Kk MHpOPMALMOHHBIM CHCTEMAM.

HNnenrnduxkanusa 1 ayTeHTHPHKAAA

JlocTyn monb3oBatenelt K WHGOPMALIOHHBIM CHCTEMaM JIOJDKEH MPEJOCTaBIATECS TOIBKO IMOCHe
YCIIENIHOTO 3aBEePIICHUS HACHTU(HKALIUHY, ayTEHTHQHKAIIAH.

ITosTydeHye Mob30BaTe/leM UMEHH B HHPOPMALMOHHOM CUCTEME M Taposis, KOTopble 06eCreunBaroT
JOCTYI K HH(GOPMAIIMOHHOMN CHCTEME, NOJDKHO OCYIIECTBIIATECA 110 MPEACTABICHHIO 3aMECTUTEIA TUPEKTOpa
1o UHGOpMaTH3ALHH.

YupasJ/ieHne 10CTynoM

B Illkome [JOMKHO OCYLIECTBISATHCS YIpaBIEHHE JOCTyNoM K HMHGDOPMAIMOHHOM CHCTEMe
TIOCPE/ICTBOM PEATM3ALIMH HEOOXOIMMBIX METOJIOB, THIIOB M MPABUII pasrpaHUHeHHs JOCTYIa TI0NIB30BATENIAM
rHdOpMaonHOM cucTemsl IlIkonel. B Tom 4rciTe oGecredeH 3alMIIEHHEIN yIATeHHbIH JOCTYI CyOBEKTOB
JOCTyTa K 00BEKTaM JIOCTYIIa Yepe3 BHEIIHHE HH(YOPMALIMOHHO- TEIEKOMMYHUKAIMOHHBIC CETH.

BesonmacHocTh npu padoTe ¢ HOCHTEIAMH HHpOpMANHH



Pa6otHuku IIIKONMBI JO/DKHBI KCIOJB30BATH TONBKO YUYTEHHBIE CBHEMHBIE MAIIMHHBEIE HOCHTEIH
MH(GOPMALMHK JUTA BEIONHEHUs CBOMX JOJDKHOCTHBIX 00f3aHHOCTeH. Hcmonp3oBanye CheMHBIX MAIIMH? BIX
HocuTesei nadopmanuu B 11Ikone B MHBIX LIENsAX CTPOrO 3alpelieHo.

ChpeMHble MAIIMHHBIE HOCHMTENM HMH(DOPMAIMHM JOJUKHBI XPAaHHUTCS B ONEYaThIBAEMBEIX MIKadaX, B
[IOMELIEHUAX B KOTOPBIX MpeaycMoTpeHa o6padoTka HHGOPMAIMH OTPaHMYEHHOr0 JOCTYTIA.

B cioydae Kpakd WIM IOTEPH CHEMHOTO MAIIMHHOIO HOCHMTeNs HH(OpMalMy, a TaKKe HHbBIX
HHIUJEHTOB, KOTOPhIE MOTYT NpPHUBECTH K HApYIIEHHWIO CBOHCTB MHGOpPMAalMK OTrpaHMYEHHOrO [OCTyIa,
JOJDKHBI IIPOBOJUTHCS MEPOTIPUATHUS IO pacc/ieIOBaHUIO TaKMX MHIUIEHTOB.

IIpy BBIBOJE M3 OKCIUTyaTalMl CHEMHOrO MAIIMHHOrO HOCHTENd HH(OpPMALMH, BCE [aHHEIE,
XpaHSIMecs HA HEM, IODKHBI OBITh yaneHsl ONpesieNleHHOH KoMuccuel u3 uncina paGOTHUKOB, CPEACTBOM
rapaHTHPOBAHHOTO YHUHYTOXKEHHMA UHDOPMALMH.

®axT yHMYTOKEHUs MH(QOpPMALMM HA CHEMHOM MAIIMHHOM HOCHTE]Ne MH(OpMauuu (QUKCUPYeTCsa B
aKTe 00 YHMYTOKEHUH HHPOPMALH CO CheMHOIO MAIIMHHOTO HOCUTENI] MH(DOPMALHH.

Perncrpanusi coObITHIA

B Illkone OOJKHA OCYLIECTBIIATBCS pPErMCTpaldM COOBITHM 0E30MacHOCTHM HAa BCEX KOMIIOHEHTax
nH(opMalMoHHbX cucteM 11Ikosbl, B KOTOpEIX 06pabaTeiRaeTcs 3alMIacMas HHQOPMAaLHs.

AHTHBHpYCHas 3aI0UTa '

B nenax oOHapyKeHHs W YCTpaHEHHWs BPEHOHOCHBIX mporpamm B IIIkome JO/DKHBI HCIONB30BATHCS
CpeCTBa aHTUBUPYCHOM 3alIUTHl HHPOpMALIUH.

O6s3aTebHOMY KOHTPOIIIO CPEICTBOM AHTUBUPYCHOM 3aIlUThl MHGOpPMAaLMM JOKHA IOMJIEKATH
mobas uHbopmamys (TekcToBbie (aiael OOBIX (OpMaToB, (Galbl JAaHHBIX, HCIONHAEMBbIE (alikr),
HoNyyaeMas M IepefaBaeMas O JIOKAJIbHON BBIYUCIUTENBHOM CETH B TOM 4YHCIE M CETAM OOMLIEro
T0JIB30BaHM, a TAK)Ke MHGOPMALIKs, XpaHHMas Ha CheMHBIX MAIIHMHHBIX HOCUTENAX MH)OPMALUH.

IIpy ycTaHOBKE MpOrpaMMHOrO OGECHedeHHs WIM ero OOHOBIEHHA Ha CEBEPHOE 000pYAOBaHHE
JIO/DKHA ABTOMATHYECKM BBITIOJHATECS NPeqBapUTeNbHAS MPOBEPKA JAHHOTO IIPOrPpaMMHOr0 0OecreyeHus Ha
OTCYTCTBHE BPEJOHOCHOTO IIPOrpaMMHOro 06ecredeHus.

OGHoBIeHKE 6a3 CUTHATYp [UIS CPEICTBA AHTHBHUPYCHOM 3aIIMTHI MH(GOPMALMU JOIDKHEI OOHOBIATECA
€)KE/IHEBHO.

IMone3oBatenu 6e3 MpaB agMHHUCTpaTOpa MH(GOPMALMOHHON cHCTeMbl 1IIKOMBI HE NOKHBI MMETH
BO3MOYKHOCTb TIOJTy4EHHS JOCTYIA K KOH(HUIYpPALMM aHTUBUPYCHOTO CPEICTBA 3AlMThl WK €0 OTKIIOYEHHs.

KouTtpons 3auieHHOCTH NepPCOHAIbHBIX JaHHBIX

B Liensx HCKITFOYEHHUS SKCIUTyaTAIUH YA3BUMOCTEN POrpaMMHOro o0ecreueH s JOIDKHBI IPOBOAMTCA
paboTHI 10 BEISIBJICHHIO, aHATIM3Y YSI3BUMOCTeH HH(OPMALMOHHOM CUCTEMEI M OTIEPATMBHOE YCTPaHEHHUE
BHOBb BBISBJIEHHBIX YSA3BHMOCTEH. B TOM Hmcie opraHuzanys KOHTPOJIS YCTaHOBKU OOHOBJIEHHMS
MPOTpaMMHOr0 00ecIeueHHs BKII0Yas CPEACTB 3allUThl HHPOPMALUH.

Hcnonb3oBaHne MporpaMMHOro obecnedeHus

Bei6op nporpamMmHoro obecnedeHus I IPOU3BOACTBEHHBIX Hy k1 I1IKona no/uKeH IPOU3BOAMTECS B
IPHOPHUTETE K OTEYECTBEHHOMY, BHECEHHOrO B ENUMHBIN peecTp POCCHHCKMX IIPOrpamMM Ui SIEKTPOHHBIX
BBIYMCIIMTEIBHBIX MamMH ¥ 0a3 JaHHbBIX. B ciIydae OTCYTCTBHS aHanora B EJMHOM peecTpe pPOCCHHCKHMX
OporpaMM Uil SJIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 [JaHHBIX JOIYCKAaeTICs MCIIOIb30BaTh
MporpaMMHOro obecreueHrne UMIIOPTHOTO IPON3BOACTBA.

Hcnoan3oBaHue cpeacTB KpunTorpadgpuyeckoi 3amuTshl AHGOpPMALNHHA

O6ecrieyenne 3alUThl HHGOPMALUK OrPAHHYEHHOTO MAOCTYyNa OT DPACKPBITHS, MOAMGHKALMU H
HaBs3bIBAHHUA (BBOJA JIOKHON MHGOpMAIMK) TIPU €€ mepeaade (MOATOTOBKE K Mepenade) Mo KaHajiaM CBS3Y,
WMEIOLIMM  BBIXOJ 33 TIIpefeNibl KOHTPONMpYeMOoH 30Hpl oOecleudBaeTcs IPUMEHEHHMEM CPEICTB
KpHUIITOrpaduuecKoi 3auTsl MHGOPMALIUK.

[puoGpeTeHue cpeAcTB Kpunrorpadudeckoil 3ammrel uHbopMmarmy Illkona ocyuiecTBiasercs Ha
CHOBaHHH JOTOBOPOB M KOHTPAKTOB C JIULIAMH MUMEIOIIUMHE AeHCTBYIONIYO nuneH3uo OCh



Poccuu Ha oCyIIecTBICHHE JEATENbHOCTH 10 pa3paboTKe, IPOU3BOACTBY, PACIPOCTPaHEHHIO IH(POBATEHBIX
(xpunTorpaduUecKux) cpeacTB, UHHOPMALIMOHHBIX CUCTEM H TeJIEKOMMYHHKAI[MOHHEIX CHCTEM,
3aIIUIEHHBIX c UCIIONB30BAHHEM MIA(DPOBATBEHBIX
(xpurrTorpadM4eCcKHX) CpeCTB, BEIIOIHEHHIO paboT, OKa3aHHIO YCIIyT B 06IacTy IH(GPOBaHus HHPOPMAIIHH,
TEXHUIECKOMY 00CITyKHBAaHUIO MU(PPOBATBHBIX (KPUIITOrpapUIECKIX) CPeICTB, HHHOPMAIIMOHHBIX CHCTEM U
TEJIEKOMMYHHKAI[MOHHBEIX CHCTEM, 3alMIIEHHBIX C HCIOJIB30BAaHUEM MIM(POBATBHEIX (KPUNTOrpadHIecKHX)
CPEICTB (32 UCKIIOYEHUEM CiTydasi, €CITH TEXHUYeCKoe 00CTyKUBaHHE MHU(POBATBHBIX (KPHIITOrPaGUIECKHX)
CpPeICTB, MH(QOPMAIIMOHHBIX CHCTEM U TEIEKOMMYHHUKAL[MOHHBIX — CHCTEM, 3AIHIIEHHbIX C
HCIIONB30BAaHUEM MU POBATBEHBIX
(KpunTe rpapUuecKrX) CPEICTB, OCYIIECTBIIACTCS T 06ECTIeUEHHS COOCTBEHHBIX HY K[ FOPHIMYECKOTO JIHIA
WM UHIUBUTYAJIBHOTO MIPEANPUHAMATEIIS).

B nensx opranmsaiyy U obecrieyeHUH nepenady HHGOPMAIIHH 110 KaHAIaM CBSI3H C MCIIOIE30BAHHEM
CPENCTB KPHUITOrpaduIecKol 3amKTEl HHQOPMAIMK, a TAKKE BBINOJIHEHUS JIMIIEH3MOHHBIX TpeGoBanuit @CB
Poccuu B IlIkona gomkeH GBITE CO3AaH OpraH KpUITOrpadhUUeCKON 3aIUTEL.

Iopranerele pemenus Ilkona ¢ BO3MOXKHOCTBIO JOCTYIA C CETel OOMIEro MOMb30BaHMS HOJUKHEI B
NpHOpHTETE pa3pabaThIBaThCA C OpraHU3alliel 3allWIIEHHOTO KaHajia MOCPEACTBOM mpotokona TLS ¢
noanepaxkoi anmropurmos I'OCT 34.10.

Hcnonp3oBanne 31eKTPOHHON HOYTHI

OJNeKTpOHHas 1109Ta NOJDKHA MCTIOIb30BaThCs B 11Ikoe ¢ Ienpio opraHu3ayy ooMeHa 37K TPOHHBIMU
coOo0MmeHUIMH MeKTy pabOTHHKAMH U CyObeKTaMu HH()OPMAITHOHHON GE30MaCHOCTH.

ITpy UCNONB30BAHUM SNEKTPOHHOM TIOUTHI 3aIPEIaeTCs:

c OmeH wmHQopMamueil Mg ciy:keGHOro MONB30BAaHMSA, a TakKe HHOOPMAIWEH OrpaHHYEHHOTO
JOCTYyTIa,

NPEeI0CTaB/IEHHE JIOCTYIa K 3AEKTPOHHOM MOYTE ¢ MCIIONBb30BAHMEM AaHHBIX CBOSH YUETHOM 3aIicH
TPETHUM JTUIIAM;

myOIMKaIKs CBOEro CITy»ke0HOT0 aJipeca SISKTPOHHOM MOYTHI B STIEKTPOHHBIX KATAJIOTaX, Ha MTOKMCK Ha
ApYruX pecypcax ceTH MHTepHeT B LeNfX, HE CBS3aHHBIX C KCIONHEHHEM CBOWMX [OJDKHOCTHBIX
obsg3aHHOCTEH;

MOANKCKA [0 DJIEKTPOHHOM IOYTe Ha pA3NUYHbIE pEKJIaMHbIE MAaTepHAasbl, JIUCTBHI PAacCHUIKH,
SIIEKTPOHHBIE JKyPHAJIBI U T.JI., HE CBA3aHHEIE C BBINIOJHEHUEM ITOIB30BATENIEM IODKHOCTHBIX 00s3aHHOCTENH;

OTKPBITHE (3allyCK Ha BBIIOTHEHHE) (hallyioB, MMONYYEHHBIX 0 SJIEKTPOHHOM IMOYTE WITH U3 PECypCOB
cetu MHTepHeT, 6€3 npeaBapHTeIbHON IPOBEPKH X aHTUBUPYCHBIM TIPOrPAMMHEIM 0GECIIEUEHHEM.

PaGota B ceTsix 06mero noJib30BaHAsN

[IIxonma ocraBnfgeT 3a cob0i npaBo GNOKHUPOBATH WM OTPAaHHYMBATH JOCTYIT PabOTHHKAM K CETAM
CBA3M O0IIEro MoNbp30BaHUSA, B TOM YHCIIe ceTH VIHTepHeT, coiep:kaHie KOTOPBIX HE WMEET OTHOINEHHA K
UCIIOJIHEHHIO JIOJDKHOCTHBIX 00sf3aHHOCTEH, a TakKe K HH()OPMAI[MOHHBIM pecypcam, COMAEpKaHWe H
HAaITpaBJIEHHOCTh KOTOPAIX 3alpellleHbl 3aKOHOaTeTLCTBOM Poccuiickoit Deneparium.

Hudopmanus o nocemaemerx paboTHukamMu 11Ikomel HHGOPMAIMOHHBIX PECYPCOB MPOTOKOIHPYETCS
JUIS TIOCJIEAYIOLIEro aHaIu3a |, IpH HeoOXOJUMOCTH, MOKeT OBITh MpelcTaBieHa pykosoautemo [lkoma mis
KOHTPOJI.

ITpu ucnione3oBanuu cetd MHTEPHET 3apeieHo:

MCIONB30BaTh IpefocTaBiaeHHbIH [1konoit nocTyn B ceTh MIHTEpHET B IMYHBIX EJIAX; HCIIOB30BaTh
HECaHKLIMOHMPORAHHBIE IIPOrPaMMHBIE U IIPOrpaMMHO-aINapaTHEIe CPEICTRA, O3BONISIONIHE IOy YHTh
HECaHKI[MOHUPOBAaHHEIN TOCTYT K ceTH VHTepHeT;

MyOJIMKOBATh, 3arpyKaTh U PACHpPOCTPAHITE MaTEpHANIbl COAEPIKAIINE HENOCTOBEPHYIO HH()OPMALIUIO
o [IIkomna, a Takxke GanscudurpoBaTh cBoOM IP-ampec.

Pe3zepBHOE KOMMpOBaHHE 1 BOCCTAHOBJIEHHE JAHHBIX

OcymecTBIeHHE Pe3ePBHOTO KOMMPOBAHIS TODKHO OCYILECTBITECS IS



uHbopManuy 00pabaTeiBacMOl Ha (ailoBOM cepBepe U CepBepe NpUIIOKSHUH, MHGOPMALIMOHHON
CHCTEMBI; A

pabouMX MECT afMUHUCTPATOPOB MH(OPMALIHOHHON CHCTEMBI.

UacToTa M PEKMM PE3EPBHOTO KOIUPOBAHMS YCTAHABIUBAIOTCSA TakuM 00pasom, 4T00bI 00ECIeUUTh
MUHHAMAJIGHYIO TIOTEPIO JaHHBIX U ONIEPAaTMBHOE BOCCTAHOBJICHHE.

HacTpoiika pe3epBHOTO KOMMPOBAHKS X BOCCTAHOBJIEHUS PECYPCOB HHPOPMALIMOHHBIX CHCTEM Ikona
JIOJDKHBI TIPOBO/IUTH YIIOTHOMOYeHHbIE paboTHuKH [1IKona.

PesepBHOE KONMMPOBAHHME JODKHO OCYIIECTBIIATHCS B aBTOMATHYECKOM DPEXMME C MPUMCHEHMEM
OTEUECTBEHHOrO CTIELUAIM3UPOBAHHOTO CPEICTBA PE3EPBHOrO KOMUPORAHMA C JEHCTBYIOIIMM CEPTAPHUKATOM
cooTBeTCTBHUA 10 TpeboanusM GezonacHocTH HHbopmanuu ®CTIK Pocenn.

6 OCHOBHBIE TPEFOBAHUS K ITIPOIECCAM YIIPABJIEHMA
NH®OPMAIIMOHHOM BE30IMMACHOCTBIO

MoHuTOPHHT HHPOPMALMOHHOK 0€30IACHOCTH

Ha TOCTOSHHOW OCHOBE [ODKEH MPOBOJMTECS KOMIUIGKCHBIM aHanu3 —(yHKUMOHHPOBAHMSA
urbopMaroHHOH cucTeMsl 1LIK0Ia M BOSHUKAOMIMX COOBITHA HH(POPMALHOHHON 6€30MaCHOCTH.

IIponecc MOHMTOPMHI CHCTEMBI 00eCTIeyeH s HH(POPMALMOHHON 6e30IIaCHOCTH IOJUKEH BKIIIOYATh B
ceGs KOHTPOTh OPTaHM3ALMOHHBIX M TEXHHYECKMX Mep MO 3amuTe HH(pOpMAlMH, aHAIM3 MapaMETpoB
KOH(HUTypalyy ¥ HACTPOMKY CPEICTB 3alMThl HHOPMALIMH.

IIpu mpoBeEHUH KOHTPOJIBHBIX MEPOIpPHATHM, CBS3AHHBIX C OLCHKON pealu3alli MEp IO 3alluTe
uadopmanuy B 11IKone, yonHOMOYeHHbIe pabOTHUKHA JOJUKHBI IPUACP)KUBATBCA CACTYIOIIMX IPUHLIMIIOB!

He HapyIaTh QYHKIHMOHUPOBaHUE JeaTeabHoCTH [IKoImbL

neficTROBaTh B  COOTBEICTBMM C  YTBEP)KAEHHBIMH  OPraHM3alMOHHO-PACIIOPSAUTENbHBIMU
nokymenTtamu 11Ikomsl 1o 3amuTte HHGOPMAILKHY,

He CKpHIBATh (DaKThl BHISBIEHHBIX COOBITHI HHPOPMAIIMOHHON 6€30MaCHOCTH;

0(hOPMIIATE OTHETHI, IOATBEPKAIOLINE BBITIONTHEHHE MEPOTIPUATHH TI0 3aIIMTe MHGOPMALIMHL.

Wudopmalys, MOMydeHHas B XONE IPOBENEHHA KOHTPONUPYIOIMX MEPONPHSITHH O AESHCTBHAX,
COGBITHSIX M TapaMeTpax, MMEIOIIMX OTHOLIEHHWe K peau3allid Mep IO 3alluTe MHpOpMAaluu, LOIDKHA
KOHCOJIMIUPOBATECA ¥ XPAHUTHCS B MECTAX, MCK/IOHAIOIMX [ONy4eHHe K Hell HEeCaHKIMOHMPOBAHHOIO
JOCTYyTIA.

MOHHUTOPHHT [aHHBIX O 3aPErHCTPUPOBAHHBIX COOBITMAX MH(OPMALMOHHON Ge30MACHOCTH HOJLKEH
TIPOBOJUTECS, TI0 BO3MOXHOCTH, C HCIIOIB30BAHUEM CHCTEMBl MOHUTOPMHIA MHIMAEHTOB MH(OPMALMOHHON
6e30IaCHOCTH WIIM BCTPOEHHBIX MEXaHH3MOB HACTPOMKHU U ayuTa COOBITUH B IIPOrPAMMHBIX U IIPOTPAMMHO-
ammapaTHBIX CPEJICTBAX, MCIIOIB3YEMbIX B HHQOPMAIMOHHOK HH(pacTpykType LIKomb!.

YuopasiieHHe pHCKAMH

OnpeneneHye BHYTPEHHHX TpeOOBaHMI IO 3allUTe MH(QOPMALMM, MOJDKHBI OCHOBBIBATBCS Ha
pesy/lbTaTax [pOBENEHMS aHAM3a PUCKOB HApYIIEHHA OCHOBHBIX CBOWCTB 0€30MacHOCTH  [Jid
HH(OPMAIMOHHBIX pecypcoB I1IKOIEL.

OCHOBOH OLEHKH PHCKOB [OJDKHA OBITH OLEHKa YCJIOBMH M (paKTOpOB, KOTOpBIE MOTYT CTaTh
NPMYMHOM HApYIIEHHs LIENOCTHOCTH, KOHGUISHIMATBHOCTH 1 IOCTYIIHOCTH JUIA MH(QOPMALMOHHBIX PECYPCOB
Ixomsl.

Pe3yabTaToM IPOBEIEHHS aHAI3a PUCKOB JOIKEH OBITh pa3paboTaHHBIH KOMIUIEKC MED,
HATPABJIEHHBIX HA CHIDKEHME BO3MOJKHOTO HEraTHBHOTO BIMAHKA HA OCHOBHYIO JesTeNbHOCTh [LIKOIBI IpU
peaM3aLy TOM MITH HHOU YTpo3sl Ge30macHoCTy HH(OPMALIMK ¥ 0GECTIEUHBAIOLINX B JabHEHIIIEM
JOCTAaTOYHBIN YPOBEHB 3alUIIEHHOCTH HHpOpMaloHHbIX cucteM 1lIkomel. Ypapjenne HHIHACHTaMHU
dHGpopMANHOHHOH (6e30IaCHOCTH

Jns obecrevenns >(GQEKTUBHOrO paspelleHHs MHIHMAECHTOB MH(OPMAIMOHHOM 6e30MacHOCTH B
[lIx(one, MHHMMU3ALUKM TIOTEPh W YMEHBIIEHHUSI PHUCKA BO3HMKHOBEHMS IOBTOPHBIX HHIMICHTOB HOMKHO
OCYILECTBJIATCS YIPaBIeHHEe HHIMASHTaMH UH(DOPMALIMOHHOM G€30IacHOCTH.



Jlis yrpaBieHusT WHIMACHTaMHA WH(QOPMALMOHHOW 6e30macHOCTH JOMKHA OBITh cO3/aHa city:x0a
MOHHTOPHMEIA ¥ PEarHpoOBAHMA HA HHIMIEHTHl HH(DOPMAIHMOHHON GE30MacHOCTH, KOTOpas MOCPEICTBOM
KOMIUTEKCA CPeACTB M MEpONpPMSTHH Ui cOopa M KOHCOMHAAlWd HHbOpMaImi o0 WHIMIEHTaX pelaeTt
OaHHYIO 3agady. B OTHONIEHWH KaKAOrO IIPOM3OIIEUIer0 WHIMAEHTa pabOTHHUKaMU U3  CITykObI
MOHHTOPUHra M PEeardpoOBaHMs Ha WHIMICHTH WH(OPMAIMOHHOM (€30MacHOCTH JOJDKEH BBIIONHATHECS €ro
aHaANM3, U pa3paboTka 3 heKTUBHEIX Mep pearupoBaHUs Ha JaHHOW WHITUISHT.

A)auT cucTeMbl o0ecneuennsi HHGOPMANHOHHOMH (0€30MaCHOCTH

B mensix OLEHKH TEKYIIEro ypoBHA MHpOpMaloHHOH Ge3zonacHocTy 1lIkomnel Ha peryaspHOi OCHOBE
JOJKEH MTPOBOUTHCS ayAUT HHOOPMAIHOHHOM 6€3011acHOCTH.

BHyTpeHHHE aymuThl JOKHBI BRIONHATECS paborHukamu [1lkonsl. B wwcno 3amad, penraeMerx mpH
MPOBEICHUH BHYTPEHHHUX ayAUTOB HHGOPMALIHOHHON 6€30I1aCHOCTH, BXOJAT:

' cbop ¥ aHANW3 WCXOIHBIX MHaHHBIX 00 OpraHu3aluoHHOW U (GYHKIIMOHAIBHOH CTPYKTYype
HWH(OPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX [UTS OLIEHKH COCTOSHHUS CHCTEMBI 3aIUThl HH(OpPMAIIHH;

aHAJIN3 YTBEP)KICHHBIX OPraHU3al[OHHO-PACIIOPSIUTENFHEIX JOKYMEHTOB IO 3al[uTe WH(OPMALK
Ha TIPEIMET MX MOJHOTH U 3((EKTHBHOCTH, a Takke (GOPMUPOBAHWE PEKOMEHIALNM 10 WX J0paboTKe WU
pa3paboTKH HOBBIX;

o6ocHOBaHHE GHHAHCOBOU 5 GEKTHBHOCTH BHOBB IPUOOPETAEMBIX CPEICTB 3aIKUTHI HHPOPMALIUH;

MPOBEpKa TMPABWIBHOCTH BBIOOpa M HACTPOHKH CPeICTB 3alIUThl HHGOpMAaILH, (OPMUpPOBaHHE
MPEUIOKEHUM I10 WCIONB30BAHHIO WMEIOLIMXCS CPEACTB 3al[UTHl WHGOPMALMM JUIA IOBBILEHUS YPOBHS
HaJEKHOCTH M 6€30MacHOCTH HH(GOPMAITMOHHEIX cucTeM 1IIkomb;

aHaJI{3 OTYETOB IO MPOM3OMISIIINM HHLUICHTaM HHGOPMAIOHHOM 6e30MacHOCTH M IIPUHATOM
MepaM I10 UX pa3pelleHHIO.

IoBbImenne 0CBeJOMICHHOCTH PAGOTHHKOB

B pamkax opraHM3alMi KOMIUIEKCHOTO IPOTHBOAEHCTBHMA yrpo3aM Oe30macHOCTH HHGOpMaIWy,
ucxopsmuM OT paboTHukoB IIIKOMEI JODKHA TMOCTOSHHO IOBBIIATBCS MX OCBEJOMJIEHHOCTH B 001acTé
3aIIUTHl HHHOPMALIUH.

[NoBeImeHHE 0cBeHOMIICHHOCTH paboTHUKOB I1IKONEI OCyIIeCTBIACTC: IO

cymecTyromuM B [1IKone opraHu3alHOHHO-PACIOPAIUTEIBHEIM JOKYMEHTaM; 110

npuMeHseMbIM B [1Ikore MepaM 3amuThl HHGOPMALIUH; 10 IPAaBUIBHOMY

HCIIONTB30BAHUIO CPEICTB 3alUTH HH()OpMAIHH.

7 3AKJIIOYEHHUE

[Ipy W3MeHeHWH JeUCTBYIONIEro 3aKoHOmaTenbcTBa Poccuiickodt Penepaiu B 061acTé 3allUTHI
UH(BOpPMALIMH, a TaK)Ke OpraHU3alMOHHO-PACTIOPAIUTENbHEIX HoKyMeHTOB Illkoner Hactosmas [lonuTuka u
H3MEHEHHS K Hell . MPUMEHAIOTCS B 9acTH, He IPOTUBOPEYalllell BHOBb ITPUHATEIM 3aKOHOAATEIBHBIM U HHBIM
HOPMAaTHBHBIM aKTaM, a TakkKe BHYTPEHHUM JoKyMeHTaM IIkons .

Bce TpeGoBaHuMs, yCTaHOBJIGHHBIE NEMCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoi Denepairu,
MOJ3aKOHHBIMH aKTaMH M JOTOBOPHBIMH OTHOLIGHHSMH, a Taioke mnomxon Illkomel k obecmeueHuio
COOTBETCTBUSI OTHM TpeOOBaHHMAM JOJDKHBI OBITH SBHBIM 00pa3soM ONpENENeHbl, JOKYMEHTHPOBAaHBEI H
TOJIIe P KMBATECS B aKTYalIbHOM COCTOSIHHU.

Illkola B TIPHOPHUTETHOM HAIIPaBIEHUM JOJDKEH pPacCMaTPUBATECS IEPEXON Ha MPOrpaMMHOIO
obeceyeHre OTEUECTBEHHOTO TPOU3BOIUTEINS, BKIIFOUEHHOIO B €JUHBIH PEECTP POCCHHCKHX MPOTrpaMM It
SJIEKTPOHHBIX BBIYHUCTUTENBHBIX MalIMH M 0a3 [JaHHEIX. B TOM 4YWciae MO YacTH CEPBEPHOrO,
KOMMYTAIIHOHHOTO 00OPYIOBaHWUSA ¥ INPOTPaMMHO-aNNapaTHEIX CPEACTB BKIFOYEHHBIX B ENMHBIA peecTp
POCCUICKOHN pafHOIEKTPOHHOM PO YKIIKH.

I[TepecMOTp ¥ BHECEHHE M3MEHEHHMH B HAacTOAILyI0 [IOMUTHKY OCYIIECTBIIIOTCS Ha MEPHOANIECKON H
BHEIUTAHOBOM OCHOBE.






AOKYMEHT NOANUCAH
3JIEKTPOHHOW nNoanumcbeio

CBEAEHUA O CEPTUD®UKATE 30

CepTuchukat 659210494418358846796125042851991573012135821279
Bnageney MepMaHos JMUTpuid BuTanbesud

OedcTevTened C13.11.2024 no 13.11.2025



http://www.tcpdf.org

		2025-05-28T13:54:56+0500




